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Digitalization has long been a prestige project for the government of Mauritius.
In this regard, the 2019 launch of a Safe City—a security-focused digitalization
initiative using Huawei equipment and funding from the PRC—on this small
island state fit within a well-oiled public rhetoric promising economic growth,
global connectivity, and innovation. Yet it is one of several recent projects in the
digital sphere that could hasten the erosion of Mauritian democracy.

Reflecting a vision pursued by successive governments over the last thirty

years, Mauritius boasts a well-developed ICT infrastructure. In the past decade,
authorities have implemented connectivity and e-governance initiatives
including the National Smart ID Card (2013), Open Data Mauritius (2015), the
provision of 350 free Wi-Fi hotspots across the island (2017), the launch of a
Citizen Support Portal (2017), the Mauritius Safe City Project, or MSCP (2019), and
the rollout of 5G across the island (since 2021). The current focus is on achieving
the goals set out in “Digital Mauritius 2030,” a policy blueprint that emphasizes
digital government, ICT infrastructure, innovation, talent management, and
cybersecurity.?® Recently, however, this impressive technological trajectory has
proceeded in tandem with a worrying political downturn.
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Over the last five years, Mauritius has experienced significant democratic
backsliding. It was classified by the V-Dem institute last year as among the

“ten most rapidly autocratizing countries in the world,”?” and only 32 percent of
respondents in the most recent Afrobarometer public opinion survey expressed
satisfaction with “the way democracy works in Mauritius."? Worrying trends
include arbitrary arrests of journalists and other citizens, amendments to
broadcasting and digital legislation, closures of certain private radio stations,
the political weaponization of the police, and the weakening of key oversight
institutions. This state of affairs can be attributed to a leader-centric political
culture in which decision-making power is increasingly concentrated in the
hands of one person. Over the last decade, these trends have intensified,
giving rise to entrenched impunity, sycophantic behavior toward the country’s
leadership, and money-driven politics.

At the very least, Mauritius's trajectory challenges any lingering assumptions
that going digital automatically translates into greater transparency,
accountability, and inclusion. But two recent initiatives suggest that the
challenge runs deeper. Together with a recent proposal by the country’s
Information and Communication Technologies Authority (ICTA) for regulating
social media, the MSCP illustrates how the country’'s burgeoning digital
ecosystem is offering both domestic and foreign actors alarming new powers
through control over data. These projects underscore the dangers of digital
development in the absence of firm democratic guardrails; the difficulty of
determining when projects launched in the name of enhancing public safety
are actually tools for political surveillance; and the threats that opaque cross-
border digital entanglements, particularly with authoritarian powers, can pose
to democracy.

THE PUSHBACK AGAINST
ONLINE SURVEILLANCE

In Mauritius's online sphere, an attempted “authoritarian power grab"*
involving new digital capabilities was rebuffed last year amid massive local
and international pushback. Although the proposal was put on hold, the debate
around it illustrated how digital advances can enable or hasten democratic
backsliding—in this case, one toward closing civic space online.

In April 2021, the ICTA released a consultation paper on “regulating the use
and addressing the abuse and misuse of social media.”*° Its stated purpose
was setting out a strategy to address “harmful and illegal online content” that
would not depend on international social media companies. To this end, the
paper proposed introducing a new decision-making body on online content, a
technical enforcement unit, and a technical toolset.
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The toolset, the provision that sparked the greatest outrage, would have served
to separate social media data out from the broader flow of internet traffic in
and out of Mauritius. After this division, social media data would be routed
through a government proxy server and “decrypted, re-encrypted and
archived for inspection purposes as and when required.” ICTA justified the
proposals as in sync with measures proposed or adopted to regulate online
content in other democracies, such as Germany, the U.K., France, and India.

Although these countries have introduced requirements for social media
platforms to take down certain categories of content, none of them have
deployed a “technical toolset” allowing government officials to directly intercept
and remove such content. The proposed measures also contravened rights
enshrined in the Mauritian Constitution, which guarantees “freedomto. ..
receive and impart ideas and information without interference.”"

These intrusive proposals present particular concerns given a recent trend
toward suppression of civic activity online, which has intensified since the
most recent general election, held in 2019. Acts of repression have included the
arrests of citizens who posted “anti-government comments,” “routine” blocks on
opposition politicians’ social media accounts, and removal of these politicians'’
posts criticizing the government.®2 Such incidents add force to concerns that
the ICTA proposal was, in fact, aimed at suppressing dissent on social media
platforms, which have become extremely popular civic fora for politicians, CSOs,
and ordinary citizens.

In this context, channelling social media traffic through government-controlled
servers could fundamentally change the conditions for civic expression.
Moreover, international precedents exist—most notably in the PRC—for the
integration of social media data with data collected via offline surveillance in
order to track individuals and intensify social control.>

The ICTA recommendations acted as a wake-up call for Mauritian citizens. ICTA
received more than 1,500 citizen submissions concerning the document, civil
society groups forcefully condemned the proposals, and sectors of the media
decried the tactics used to advance them. This outcry ultimately caught the
attention of international advocacy groups, which released a “joint civil society
statement” asking the Mauritian Government and ICTA to “retract the consultation
paper which proposes radically disproportionate measures to counter offensive
speech on social media and presents a threat to human rights.”** Observers
believe that this concerted approach by both local and international civil
society was a determining factor in shelving the proposal.
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THE QUIET SPREAD
OF OFFLINE SURVEILLANCE

As with the ICTA proposals, Mauritius's democratic backsliding provides
important context for the launch of the Mauritius Safe City Project (MSCP). The
Safe City Project emerged through an opaque, irregular process that evinces
further erosion of the country’'s democratic guardrails. At the same time,
broader political trends in Mauritius lend extra credence to concerns about

the ends to which the MSCP’s data collection capacities will ultimately be put.
Yet in contrast to the outcry that followed ICTA's social media proposals, the
installation of surveillance systems in Mauritius's physical public square has
proceeded with remarkably little debate. Citizens have little to no understanding
of the project. The only resistance to this initiative came from opposition
parliamentarians who regularly questioned the MSCP, raising concerns about
its financing, the absence of a legal or regulatory framework, and other
accountability gaps. Subsequently, some media outlets started covering the
MSCP. Amid this scrutiny, the government hid behind the confidentiality
clauses signed between the different parties involved in the project: the
Mauritian police, the Mauritius Telecom, and Huawei.
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First announced in 2016, the MSCP is one of more than twenty Huawei-backed
smart or “Safe” city projects across the African continent.? “Safe Cities”
technologies are a relatively new feature of the African digital ecosystem. For
this reason, there has not been much in-depth research into their impact on
local political, economic, and social dynamics. The case of Mauritius, however,
suggests cause for concern.

One of the MSCP's core justifications has been safety and security, and this
focus is reflected in the project’s technical makeup. As of its official launch in
December 2019, the project entailed the installation of four-thousand cameras
with facial recognition and license plate recognition capabilities, of which
2,760 are now fully operational, in addition to “a command and control centre
and seven subcommand centres . .. cloud computing services, data centres,
intelligent road surveillance and emerging communications equipment and
services."”*® Tellingly, however, various interlocutors (including parliamentarians)
have informed this author that they have on different occasions gone to the
police to ask for the retrieval of images from the Safe City cameras pertaining
to crimes committed in their constituencies but were told the cameras were not
working or that they did not have access to the images. Moreover, the country’'s
Safe City cameras allegedly failed to capture any information pertaining to the
suspicious death (suspected murder) of a ruling party political agent in 2020.

The real intent behind the MSCP, which runs a total cost of US$455 million—
financed by a loan from the Export-Import Bank of China—remains unclear.
The project was casually announced in the Mauritian National Assembly during
the national budget discussion and has “succeeded” in evading all forms of
oversight ever since. Confidentiality clauses obscure the contracts among

the key stakeholders involved. Furthermore, officials decided to waive a
competitive bidding requirement for public procurements in order to select
Mauritius Telecom to operate and maintain the MSCP. Some question whether
this company'’s status as a para-statal body outside the financial scrutiny of
parliament and the government’s own auditors leaves the public largely in the
dark about the project’s actual cost.

Critical questions about how the MSCP will affect Mauritian politics against the
backdrop of the country’'s recent democratic backsliding are also unanswered.
Specifically, will data collected by MSCP cameras that are pumping images on
a 24/7 basis serve to advantage or undermine particular political actors? Also,
what safeguards are in place to ensure that these images will be secure from
manipulation or misuse? It is believed that Mauritius has one of the best data
protection laws in Africa; however, there is a clause that authorizes the prime
minister to override data protection safeguards in the interest of “national
security, defence or public security.”’
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Particularly in light of the island’s recent shift toward authoritarianism, observers
have voiced concerns that this concentration of personal power could enable
political interference in data handling, including the abuse of Mauritius's new
surveillance tools to control, manipulate, or intimidate opponents. These concerns
are exacerbated by opacity regarding the division of responsibilities among

the different players involved—the Mauritian Police, Mauritius Telecom,*® and
Huawei**—which makes it difficult to say who “owns"” the data from the MSCP.

A final “red flag” concerns the role of Huawei within the MSCP. Huawei is

the main promoter of the “Safe Cities” across Africa and beyond. Scant
information has been disclosed about the exact nature of the controversial PRC
company’s role in conceiving and managing the MSCP. What can be ascertained
so far is that Huawei approached the Government of Mauritius in early 2015
with an unsolicited bid for setting up the MSCP. Why was that so? Why did

the Government of Mauritius respond positively? And whose model of safety
or surveillance is being realized—one bounded by democratic norms and
safeguards, or one premised on the pervasive government monitoring that
underpins PRC digital authoritarianism?

BETWEEN DEMOCRATIC
BACKSLIDING AND FOREIGN
DIGITAL ENTANGLEMENT

Like many backsliding democracies, Mauritius is now the site of a high-budget
urban digitalization project that is transforming where and how authorities can
surveil citizens. This project has been shrouded in secrecy, unfurling in a way
that has subverted democratic norms around government transparency,
competitive procurement, and institutional accountability—and potential
malfeasance by local authorities is not the only cause for concern.

Huawei's role in the MSCP illustrates the particular risks that engagement with
foreign tech vendors can present in the context of democratic backsliding.
These kinds of projects present opportunities for politically influenced deals
that subvert good governance norms, the import of undemocratic digital
models from actors like the PRC, and the collection of sensitive data that could
enable Beijing to further hone its tools of political influence.*

In its quest for greater digital connectivity and security, Mauritius has relied
heavily on two foreign countries: the PRC and India. Both powers have
aggressively expanded their footprint on the island over the last decade. In
addition to its role in the MSCP, Huawei has been instrumental in developing
Mauritius's internet infrastructure, including 3G (2004), 4G (2012), and 5G
networks (2021), as well as the Mauritius Rodrigues Submarine fiberoptic cable
(MARS). The current Chinese Ambassador to Mauritius has touted Huawei's role in
enabling Mauritius to take its place “among the key contenders in the region.”
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A Mauritian government minister recently took a dimmer view of the matter,
publicly declaring that “the ex-CEO of Mauritius Telecom has surrendered our
country completely to Huawei.”* In addition to these concerns, it was recently

disclosed that India—with Mauritian government permission—had used special

equipment to “sniff” (intercept and retain) traffic on one of the submarine
cables carrying internet data into and out of Mauritius, an action prompted
by concerns about PRC digital espionage using Huawei infrastructure. These

disclosures have triggered political scandal and a diplomatic mess for the island

state.®

So, it is fitting to ask: Who is digitalization really benefitting? Will Mauritius's
democratic institutions have control over the country’s digital trajectory, or will
that trajectory instead be shaped by opaque deals, growing concentrations of
power, and unaccountable foreign actors? Mauritius sits amid a geopolitical
battleground, the Indian Ocean, where key contenders—the U.S., the U.K,,
France, and India—have already secured a strategic foothold and where
Beijing is desperately trying to mark its presence. It seems that data could be
the most sought after resource. In the MSCP, foreign digital influence and
next-generation surveillance powers have converged with remarkably little
public debate, let alone oversight. If these key accountability mechanisms are
not re-engaged, the flow of digital data could deal a further blow to Mauritian
democracy.
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