15

MEETING THE RUSSIAN
DISINFORMATION THREAT:
UKRAINIAN CIVIL SOCIETY'’S
ADAPTATIONS DURING
FULL-SCALE WAR

// GALYNA PETRENKO, DETECTOR MEDIA

2022: ADAPTING TO WAR

A survey conducted by the Kyiv International Institute of Sociology in May 2022
showed that the vast majority of Ukrainians do not believe in Russian disinformation
narratives. Notably, 96 percent of respondents said that the Kremlin was
responsible for the destruction of Ukrainian civilian infrastructure and civilian
casualties during its unprovoked full-scale invasion." This response may seem
obvious, but past surveys conducted since 2014 have indicated that a significant
proportion of Ukrainians have been susceptible to such disinformation. In particular,
according to an annual, nationwide survey commissioned in 2019, only roughly fifty
percent of Ukrainians understood that Russia started the war in Donbas. Thanks
largely to the efforts of civil society organizations working to address Russian
information manipulation, this number increased to 68 percent by late 2021.2

Throughout Russia’s full-scale invasion of Ukraine, which began on February 24,
2022, Ukrainian civil society has not stopped challenging Kremlin disinformation,
which has aimed to justify the invasion, demean Ukrainians, and degrade
Ukrainian solidarity. Organizations such as StopFake have continued to fact-
check Russian fake news narratives; the Hybrid Warfare Analytical Group at the
Ukraine Crisis Media Center has continued to research and publicize key Russian
disinformation tactics; Texty has similarly expanded its data-driven journalistic
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coverage of disinformation and data security issues in Ukraine; and Internews
Ukraine has advanced UkraineWorld—a multi-media project in English that works to
familiarize the world with the Ukrainian perspective and highlight the absurdity of
Russian narratives.

My organization, Detector Media, monitors and analyzes media content for Russian
influence and disinformation, and shares our findings through new public-facing
content such as “NewsPalm,” a comedy show on YouTube, a joint program with
Ukrainske Radio (the Ukrainian Public Broadcaster) entitled “Russian Fake, F*¥**
Yourself,” as well as the #DisinfoChronicle, a daily aggregator of disinformation
cases being debunked by different civil society organizations.

Given the rapidly increasing usage of Telegram as a source of news for Ukrainians—
the platform went from being the eighth most popular messaging service in
Ukraine before the war to being the most popular since the invasion began*—many
Ukrainian civil society organizations have begun to track and respond to Russia’s
efforts to utilize the platform to spread disinformation, working closely with private
sector partners with critical data scraping and machine learning capabilities.®

On the whole, since the full-scale invasion began, Ukrainian organizations that
worked to build public awareness about Russian disinformation and its harmful
effects on Ukrainians have grown their audiences significantly, as part of the
growing demand for Ukrainian-language video content on social networks,
including explainers on Ukrainian history and culture.® Thanks to these concerted
efforts to engage the public, many Ukrainians are now more aware of civil society’s
work in the information space. According to an Internews study conducted from July
to September 2022, more than a quarter of respondents were familiar with fact-
checking services.” Respondents mentioned relying on StopFake, Detector Media,
No Lies, On the Other Side of News, Vox Check, and Texty to verify the news media
they consumed.
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2014-2022: DEVELOPING NEW
CAPABILITIES AND PARTNERSHIPS

The foundations for the effectiveness of Ukrainian civil society’s efforts to
counter Russian disinformation in 2022 were laid during the preceding eight
years, as many organizations honed their skills and built their networks.
Ukrainian civil society’'s counter disinformation operations have evolved from
journalistic fact-checking to the development of data-driven methods and
approaches to identifying and responding to disinformation narratives through
new machine learning and data analytics capabilities across a complex and
evolving information space.

This evolution took place with the help of coordinating initiatives like the
establishment of the National Democratic Institute’s Countering Disinformation
Hub and the Zinc Network's Open Information Partnership in 2019, as well as
through the participation of experts from other, related professions such as
journalism, linguistics, and data science. At the same time, the establishment
of state-backed institutions to combat disinformation—one of which was

led by a former civil society activist—speaks to the important influence
Ukrainian civil society has over the evolution of the Ukrainian state’s approach
to disinformation. For example, the Center for Strategic Communications
within Ukraine’s Ministry of Culture and Information Policy, has worked to
bring civil society and government actors together to jointly monitor and
counter Russian narratives. Its existence highlights how vital civil society's role
has become in combatting disinformation in Ukraine, and emphasizes how
widely acknowledged civil society expertise has become, in contrast to earlier
times when the government paid little attention to so-called “third sector”
organizations.

THE COMPLEX RELATIONSHIP
BETWEEN CIVIL SOCIETY AND
GOVERNMENT

Government authorities' recognition of Ukrainian civil society’s expertise in
matters related to the information space did not arise solely from counter-
disinformation work; it was also driven by important public policy debates
related to media and freedom of speech in Ukraine. In 2019, an anti-
disinformation law was drafted for public comment, which instead of defeating
disinformation, would have created significant risks for journalists and threats
to civil society. Due in large part to civil society resistance, the law was not
adopted. In late 2022, a related piece of legislation, “On Media,” was passed into
law, which expands the purview of the Ukrainian government’s media regulator

SHIELDING DEMOCRACY

The establishment
of state-backed
institutions

to combat
disinformation—
one of which was
led by a former
civil society
activist—speaks
to the important
influence
Ukrainian civil
society has over
the evolution of
the Ukrainian
state’s approach
to disinformation.




18

over online media outlets. This law was supported by the majority of media-
related civil society organizations and international donors for its expansion

of democratic accountability in the information space. At the same time, it has
been criticized by journalistic organizations for its potential to become a tool of
incumbent political forces.

Similarly, the onset of martial law in Ukraine since the full-scale invasion,
including government-enforced limitations on media operations, has been
controversial within and beyond Ukraine, but has clearly helped to rid the
Ukrainian information space of harmful Russian disinformation. Although civil
society rejoiced at the diminished presence of Russian disinformation narratives
in the country's media landscape, there was also an immediate recognition of
the importance of tempering the government'’s efforts to exert excessive control
over the media.

Finally, one of the most significant results of joint civil society-government
efforts was the establishment of a disinformation narrative database by civil
society, which used this resource to advocate for the Ukrainian government’s
ban on three TV channels in 2020—all of which were closely associated with the
Kremlin-aligned oligarch Viktor Medvedchuk—due to their systematic efforts

to advance disinformation narratives. This decision was criticized by some in
the international community as an attack on freedom of speech, but a broad
swathe of Ukrainian society has agreed it was necessary to protect Ukraine's
information space during war time.

LEARNING FROM UKRAINE’'S
EXPERIENCE

The Ukrainian experience may offer the following lessons for civil society in
other contexts to prepare for crises and associated authoritarian information
threats:

Expand the target audience of strategic communications: Observing the
efficiency of strategic communications in Ukraine, civil society worldwide can
borrow from these approaches and strategies to better lobby state authorities
to tackle issues of importance to them—including countering authoritarian
disinformation. The Ukrainian approach to international communications

was initially designed to solidify support domestically. It has since evolved to
focus on generating support among the publics and leaderships of countries
across Europe and North America. In addition to expanding geographic focus,
Ukrainian civil society organizations are currently engaged in efforts to respond
to an evolving information space, developing tools to monitor TikTok, where
Russian disinformation about Ukraine is proliferating.
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Strive for greater transparency: Work to increase the editorial and financial
transparency of the media industry in order to discover the malign influence of
political and foreign funding. Civil society should aim to address the economic
incentives for spreading disinformation by stimulating the self-regulation of
local advertising industries in order to exclude outlets and bloggers that spread
disinformation from their media sectors.

Be cautious of authoritarian methods of countering disinformation:
Disinformation can seem unstoppable, especially when long-term methods of
building citizen resilience such as media literacy may take years to show results.
An inability to make headway could lead to a move toward the application
of more radical measures that could ultimately violate freedom of speech,
for instance, advocating for laws which may create the risk of criminal liability
for journalists or users of social networks. The Kremlin's war of aggression

in Ukraine has relied on the same barbaric tactics as wars of the previous
century, but the information environment has changed significantly and society
derives greater benefit from an open information environment rather than one
oriented toward censorship.

Grappling with authoritarian-aligned media outlets: Harmful authoritarian,
state-backed entities do not produce journalism or news as understood in a
democratic context. Instead, they function as components of state propaganda
machines that serve the interest of narrow political powers. Politicians, even
during war time, may be rightfully concerned that banning such outlets

will be seen as an attack on the freedom of speech. In other cases, political
decision makers may think that banning a couple of TV channels backed by a
hostile, authoritarian regime is a “silver bullet” that can resolve their country’s
disinformation problem. Neither scenario paints the full picture, and civil
society should aim to explain the difference between propaganda outlets and
journalistic organizations to the public and to policymakers in advance of any
move to restrict or censor information outlets.

Take legal action: Support Ukraine’s efforts to punish Russian propagandists in
the International Criminal Court for incitement to war. Hold them accountable.
If such actors are punished, it may deter other authoritarian regimes from
spreading disinformation to generate conflict.
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