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EXECUTIVE SUMMARY

Every day, democracies are tested by authoritarianism. However, today’s
moment is perhaps more consequential. In recent decades, democratic actors
have seen China and Russia’s use of “sharp power” as an irritation and, at
times, a spoiler to democratic development. Now, however, their authoritarian
influence strategies operate at scale, with far more advanced tools, and with the
knowledge of failures and successes over the last decade or more. A challenge
undermining democratic development and entrenching authoritarianism
worldwide, these powers act within a fundamentally new, more permissive
international environment that has just recently come to the fore. This
environment is predominantly defined by rapidly shifting geopolitical
alignments, eroded international standards and institutions, and a pervasive
technology race.

China and Russia, principally, test the limits of this new period of autocratic
impunity—not just in the abstract but in ways that fundamentally impact
citizens, businesses, democratic institutions, and the practice of basic freedoms
in every region. This essay series analyzes how these emerging patterns will
create new vulnerabilities for democracy actors.

An overview essay by Kevin Sheives of the National Endowment for
Democracy's (NED) International Forum for Democratic Studies analyzes this
new context, presents common findings from analysts and practitioners,
and offers a broad agenda for democratic action. Caroline Costello (Atlantic
Council) and William Nee (NED) describe how China’s comprehensive
influence strategy undermines human rights and rule of law in backsliding
democracies. Alexander Cooley (Barnard College, Columbia University),
showcases how Russia’s strategy is evolving into more kinetic, repressive
measures to interfere in Europe and elsewhere. Florindo Chivucute (Friends
of Angola) highlights how these new patterns of influence play out locally in
Angola. Chivucute offers recommendations for how civil society can respond
and the challenges they still face.
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Emerging Trends

Transnational repression is becoming easier—and more popular. Tactics have
become more sophisticated, professionalized, and cross a far wider range of
digital and financial tools. Other regimes now copycat China and Russia.

Electoral interference, in particular Moscow’s aggressive tactics along
Russia’'s European periphery, has broadened beyond manipulation of media
narratives to include financial and cyber tools. Backed by economic threats
and promises, the CCP has been able to exercise significant political leverage
over elites no matter who is in power.

China and Russia’s sharp power activities reach a far wider set of sectors and
actors than in the past. The more prominent use of lawfare, paramilitary security
aid, law enforcement co-optation, and state-run “civic” organizations by both
authoritarian powers has presented new challenges for unprepared democracies.

These powers’ engagement in other countries will become more affiliated

with criminal enterprises. The new “gig economy” for transnational repression,
continued illegal activity by China's United Front apparatus, and the growing nexus
between Chinese overseas criminal activity and party-state interests represent new
threats poised to exploit a more permissive international environment.

Democratic Vulnerabilities

Legal gaps that facilitate authoritarian influence strategies have developed
from potential vulnerability into a clear and present problem. These gaps
must be remedied through stronger collaboration between civic groups and
policymaking officials, and civil society efforts to enlist new, unlikely allies in the
financial, legal, and security sectors.

A digital imbalance between the capacities of authoritarian powers and civic
actors can be especially harmful for electoral integrity, open discussion of
geopolitically sensitive topics, and free speech.

Normative, material, and moral leadership on democratic progress is more
dependent than ever on local actors and movements. In countries where
U.S. and European support and diplomacy once helped to prevent government
backsliding, other international and local democratic actors will bear more of
the burden with respect to public advocacy, funding, and political pressure.

The struggle for civic space will move from a contest among domestic political
actors to international ones as well. 2026 RightsCon’s cancellation over PRC
pressure, the copycat of foreign NGO funding laws, and the targeting of new civic
groups outside of the human rights space portend a situation where actors need
new strategies to preserve civic space in backsliding societies.

Regionally, Russia’s European periphery is set to experience more aggressive
interference tactics, while partly free countries elsewhere remain most
vulnerable to China’s leveraging of its economic relationships at the expense
of democratic development.

EXECUTIVE SUMMARY



A NEW, MORE PERMISSIVE

CONTEXT FOR AUTHORITARIAN
INFLUENCE AT SCALE

// KEVIN SHEIVES, DIRECTOR OF THE INTERNATIONAL FORUM FOR DEMOCRATIC STUDIES AT NED

The world has entered a period of rapid geopolitical, technological, and institutional
change that is creating a far more permissive environment for authoritarian
influence. In a new period of “autocratic impunity,” authoritarian governments

like those in China and Russia face fewer constraints and possess increasingly
sophisticated tools for influence, repression, and entrenching authoritarian
governance models. Democracy actors must better grapple with this new context.

Emerging Trends in China and Russia’s Strategies

* Transnational repression is becoming easier and more popular, sophisticated, and
aggressive.

* Electoral interference, in particular in Europe by Moscow, has broadened beyond
manipulation of media narratives to include financial and cyber tools.

* China and Russia’s sharp power activities more prominently use lawfare, paramilitary
security aid, and law enforcement co-optation.

* Their strategies will likely become more affiliated with criminal enterprises.

Heightened Vulnerabilities Democracies Must Face

* Legal gaps that permit authoritarian influence strategies have developed from a
potential vulnerability into a clear and present problem.

* Advanced technologies allow democracy supporters to go on the offensive, yet those
technologies have also supercharged the capacity of foreign governments to reach
across borders and exert antidemocratic influence.

* Leadership on democracy is more dependent than ever on local actors and
movements.

* The struggle for civic space will move from a contest among domestic political actors to
international ones as well.

* Russia's European periphery is set to experience more aggressive interference tactics,
while partly free countries elsewhere remain most vulnerable to China's leveraging of
its economic relationships.
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Every day, democracies are tested by authoritarianism, in one way or another.
What distinguishes this moment is not simply the number of crises confronting
democratic actors, but the simultaneous erosion of the political, technological,
and normative limits that once constrained authoritarian power.

Outlooks from JPMorgan Chase and the World Economic Forum both suggest a
fundamental transformation of geopolitics over just the past two years, driven
by the promise of artificial intelligence (Al), geoeconomic confrontation, and

a new U.S. foreign policy approach.’” The leading indices of global democratic
health, meanwhile, show that a long-term decline has intensified, with V-Dem
reporting that in 2024, autocracies outnumbered democracies for the first time
in more than 20 years.? While public support for democracy and especially
individual rights remains strong, a common thread in surveys from International
IDEA and Pew highlights strong dissatisfaction with the political institutions
meant to uphold norms of behavior.? Stanford University's Al Index and other
global assessments have converged on a thesis that the impacts of Al are rapid,
compounding, and erratic.*

Just as the world and many other sectors must grapple with these rapid shifts,
the democracy community of civic leaders, funders, analysts, and policymakers
must also grapple with this new context fundamentally reshaping their own
work. The present report gathers insights from key experts and practitioners
to help democracy supporters better understand and ultimately respond

to the shifting geopolitical, normative, and technological landscape. A new
international environment is already prompting the development of new
strategies by autocratic powers, and the prodemocracy actors that seek to
confront them will have to keep pace.

DEFINING TRANSNATIONAL
AUTHORITARIAN INFLUENCE,
NOW AT SCALE

Democracies face many challenges in today's environment. However, major Major authoritarian
authoritarian powers—principally China and Russia—remain both a crucial powers—principally
obstacle to any reversal in the long-term decline of global democracy and an China and

accelerant to the repressive and aggressive capacities of other authoritarian
states. Beijing and Moscow actively exacerbate the problem at least as much as
they exploit and benefit from it.

Russia—remain

a crucial obstacle
to any reversal
The troubling activities and strategies of autocratic powers hold impacts well in the Iong—term
beyond their borders. Specifically, these actors: (1) repurpose democratic
institutions, for example by co-opting civil society, media outlets, or judicial
systems; (2) undermine the exercise of democratic and human rights in both

democracies and nondemocracies, for example by impairing the ability of L /

decline of global
democracy.
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citizens or dissidents to speak freely, ensure their own privacy, or participate in
governance and political affairs; and (3) directly interfere in democratic processes,
for example by funding preferred political candidates, fueling insurgencies, or
providing security assistance to prop up other autocratic leaders.

The Modern Transnational Repression
Toolkit

* Al Harassment: Authoritarians are increasingly using Al-generated
content to discredit and harass dissidents. These attacks are
often gendered, targeting female dissidents and relatives of male
dissidents.

* Repression by Proxy: Rather than using their own agents,
authoritarians often hire local organized crime networks to surveil,
attack, and intimidate dissidents.

* International Lawfare: Authoritarians are branding dissidents as
criminals and abusing mechanisms like the Interpol Red Notice to
have them repatriated.

* Export of Surveillance Tech: Russia and China have been
promoting technology that would allow authoritarian allies to track
and identify dissidents and monitor their online activity.

Nearly 10 years ago, the National Endowment for Democracy’s International
Forum for Democratic Studies began to define the impacts of transnational
authoritarian influence, or “sharp power.” An initial report and subsequent
analyses documented the ways in which Beijing, Moscow, and other less
prominent authoritarian powers penetrated and manipulated the media,
research, cultural, business, and political sectors in targeted countries.

Now, the same societies and institutions face a profoundly different—and more
dangerous—international environment and a more capable, assertive set of
authoritarian regimes seeking to shape it. New tools and collaborations among
autocrats have strengthened their efforts, and democracies’ attempts to check
them have only a mixed record of success. Even liberal democratic practices
long undertaken by media outlets, institutions of higher education, activist
consumers, and international sports bodies have at times been repurposed to
serve the interests of authoritarian powers.®
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THE RISING STAKES OF
SITUATIONAL AWARENESS

In this new period of autocratic impunity, local grassroots democracy activists
cannot afford to ignore or underestimate the external sources of authoritarian
influence and control that may already be affecting their societies. Igor
Blazevi¢, a trailblazing human rights defender, once encouraged democracy
activists to remain rooted in their own countries’' democratic struggles, but
also to spend one-quarter of their time thinking beyond their national contexts
and supporting the struggles of others.” Giving strategic consideration to
fundamentally new global conditions for the democratic development of your
own country is one way to meet Blazevic's tall order.

When major authoritarian powers operate internationally, their companies,
civic organizations, and even individual citizens frequently face enormous
pressure to comply with and advance regime directives, rather than functioning
as free and independent actors. This phenomenon can be found, for instance,
in technology agreements, infrastructure projects, and academic cooperation
when at least one party is based in a deeply authoritarian setting. The global
influence efforts of the Chinese Communist Party (CCP) offer perhaps the
starkest example. The ripple effects of Beijing's persecution and co-optation

of independent civic activists and journalists within China are visible in its
treatment of their counterparts overseas.®

OUTLINING A NEW PERIOD
OF AUTOCRATIC IMPUNITY

A decade ago, CCP leader Xi Jinping and Russian President Vladimir Putin were
still consolidating their own rule, and their foreign policies were just beginning
to demonstrate the levels of aggression and coercion that would eventually

be felt by their neighbors. The United States, Europe, and Japan still hoped

for strategic cooperation with a CCP-led China. Widely accessible, effective
general purpose Al models were over the horizon; the global spread of Huawei's
surveillance-ridden “smart cities” project was in its early stages.® Despite ample
evidence of Putin's belligerence following the 2008 Russian invasion of Georgia
and the 2014 occupations of Crimea and the Donbas in Ukraine, the all-out
rupture with Washington and Brussels that accompanied the 2022 full-scale
invasion had yet to come. Leading democracies provided relatively reliable
political and financial support to international human rights bodies and other
accountability mechanisms.

Today, the international operating environment for both autocracies and
democracies has fundamentally changed. Relations among major and rising
powers—from China, Russia, and the United States to regional players like the
United Arab Emirates and Saudi Arabia—are more competitive, mercantilist,
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Russia’s President Vladimir Putin walks with China’s President Xi Jinping, North Korea’s leader Kim Jong Un,
and others in Beijing, September 3, 2025. Photo by Alexander Kazakov (POOL/AFP via Getty Images).

and, at times, coercive. Liberal international structures and the norms that
have helped uphold them are more vulnerable than at any other time since the
end of the Cold War. Similarly, the digital and physical tools now available for
transnational repression (TNR) are more widespread and destructive.

While there are bright spots for democratic growth, political reform, and
government accountability, prodemocracy actors—including governments, civic
organizations, philanthropies, and citizens—now face a far more challenging
global context. This is not just an era of “declining democracy” around the
world." Instead, all those seeking to confront repressive rulers must contend
with a new period of autocratic impunity.

So what do these geopolitical shifts look like and how are they manifested
in transnational authoritarian influence strategies that affect democratic
development? Just within the past two years:

* Beijing has significantly expanded its outward-facing influence strategy
toward Global South regions like Africa, Latin America, and South and
Southeast Asia."" China’s foreign engagement now plays out mostly in
a field of partly free democracies and fellow autocracies where the CCP
regime finds an easier path in pursuit of its interests.

* Moscow faces enormous pressures stemming from its failure to date in
Ukraine and the apparent loss or weakening of autocratic allies in places
like Syria, Venezuela, Iran, and the Sahel.”? While the temporary and
partial breakup of this autocratic network holds promise, the Kremlin has
continued to demonstrate complete disregard for the most basic principles
of democracy, sovereignty, and territorial integrity.
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* Although the turmoil in the Middle East is not yet settled, the Iranian
regime’s capacity to fuel insurgencies and spread its repressive ideology
has been severely degraded over the past three years.'* The resulting
geopolitical realignments and rivalries among Iran and the Persian
Gulf monarchies will continue to animate their respective strategies for
authoritarian influence outside their borders.™

* Key autocratic powers, including Russia and China, are now increasingly
aligned and collaborating in meaningful ways. Although these
collaborations have stopped short of formal military alliances, what were
once uneasy and mostly diplomatic partnerships have now matured
into exchanges of significant, material support at the expense of world
peace and fundamental freedoms.'> The mutual support has included
North Korean troops fighting on Moscow's behalf against Ukraine, Tehran
deploying Chinese and Russian technology to suppress mass protests, and
cross-promotion of propaganda in foreign-facing state media.

* Foreign policy changes in the United States and Europe have shifted their
priorities away from soft power initiatives and toward military readiness
and immediate security threats.” The deteriorating global security
environment and perceived threats from Western Hemispheric dictatorships
and from Russia in Eastern Europe will focus U.S. and European government
resources on the most urgent defense needs, as opposed to long-term
foreign assistance and support for democracy outside high-priority regions.

Within the system of international institutions that offer material, moral, and
political support to those confronting authoritarian abuses, new sources of
strain have compounded long-term erosion of these bodies and the norms that
underpin their work.

* The effectiveness of multilateral institutions tasked with promoting
human rights and democratic principles has deteriorated, particularly in
areas like technology, elections, justice, and protection of civil society.
The actions of major autocratic powers like China within international
human rights bodies have contributed to this decline, a trend that
the Forum analyzed in depth two years ago.” New political realities in
democracies that have traditionally held leadership roles further dim the
prospects for reform of these institutions.

* Democracy, human rights, and governance funding from leading
democracies like the United States and some European countries
has been dramatically reduced.’ The ability of grassroots democratic
movements to consolidate and expand their successes with foreign funding
has been diminished not only by these reductions on the part of donors, but
also by a proliferation of restrictive laws on foreign funding in the recipients’
countries. Beyond their financial impact, the changes threaten the moral
and diplomatic support that has long buoyed prodemocracy activists
working under difficult conditions.
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* New multilateral arrangements led by Beijing and Moscow have laid
bare a widespread dissatisfaction with the architecture of established
international institutions, and the alternative entities have increasingly
served as clubs for autocrats and others who share their vision for a
revised international order. Initiatives including the BRICS group, China’s
Global Security Initiative, and the Shanghai Cooperation Organization—
as well as symbolic gatherings like Beijing's World War Il victory parade
in September 2025—have had mixed records in terms of their practical
impact.” However, they all lend diplomatic legitimacy and political clout to
an increasingly collaborative global cohort of autocratic rulers.

* Public support for democratic norms, rights, and reform remains strong,
but frustration with elites and existing political systems is high. According
to multi-country polling, citizens feel that political elites and the systems
they manage do not work for them and are unlikely to change.?" This breeds
pessimism about the value of domestic and international institutions, but
it can also motivate new international approaches, democratic reform
initiatives, and protest movements like those in Bangladesh, Nepal, and
Kenya in recent years.

Today's rapidly intensifying technological competition has major implications
for the engagement strategies of authoritarian powers, principally China, but
also others like Russia, Saudi Arabia, and the United Arab Emirates.

* Recent advances in the applications of generative Al, which will have
transformative effects across governments, economies, and societies,
are already fueling what some analysts have called an Al Cold War.? For
both major and smaller powers, Al breakthroughs have triggered military
modernization programs; deepened partnerships like those between the
United States and the Persian Gulf monarchies; and altered the tools that
governments utilize to enforce laws and administer public services.

* Asurge in demand for critical minerals used in renewable energy and Al
infrastructure has made control over their extraction and distribution a
top priority for governments around the world. This creates opportunities
and vulnerabilities for emerging mineral source countries in Africa, Latin
America, and elsewhere, most of which are rated partly free or not free
by Freedom House. Driven by the intensity of national security demands
following China’s coercive approach to rare earths, demand for such
minerals, which already account for roughly 10 percent of global trade, is
expected to triple in five years and quadruple in 15 years.??

* Advanced technology has reduced the cost and difficulty of authoritarian
efforts to control dissent. Rather than deploying huge numbers of security
personnel and informants, autocratic regimes can now rely on ubiquitous
cameras, spyware, and Al-enabled data processing to surveil populations.
They can also cut or selectively throttle global internet access during
protests, or harass critics and exiles located thousands of miles away.?*
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* The race for control over key natural resources and technologies
has contributed to neo-mercantilist approaches to foreign economic
engagement among many countries.?® This has further undermined the
international rules and norms supporting a stable system of market-driven
global commerce, which had also incorporated important democratic
principles like the rule of law, public participation, and labor rights.

It might be easy to dismiss this new geopolitical, normative, and technological context
as an outgrowth of the competition between great powers that is less relevant for
smaller societies, including most of the not free and partly free countries where NED
partners work. However, the new dynamics will have an impact far beyond Beijing,
Moscow, Washington, or Brussels. To date, the most significant targets for Chinese
and Russian authoritarian influence have been places like Syria, Moldova, Belarus,
Taiwan, Pakistan, Zimbabwe, and Panama.? Small and medium-sized countries—
and the vulnerable civic actors within them—have long relied on the protections of
an international normative and institutional framework whose force is now greatly
diminished. Moreover, poorly managed growth in extractive industries has historically
led to harmful, exclusionary outcomes that undermine the rights of workers, fuel
corruption and kleptocracy, and impair or reverse democratic development.

TOWARD NEW THINKING
AND NEW RESPONSES

To help the global community of civic actors—activists, researchers, independent
journalists, and funders—better understand the new context and ultimately
respond with innovative approaches, the International Forum for Democratic
Studies convened three roundtable discussions with foreign policy specialists,

civic partners and experts, democracy scholars at the University of Notre Dame’s
annual conference, and NED staff between late 2025 and the first half of 2026. The
essays in this series resulted from and were shaped by the views of the participants.
China foreign policy and democracy experts Caroline Costello (Atlantic Council) and
William Nee (NED) describe how Beijing's comprehensive authoritarian influence
strategy has undermined democratic freedoms and human rights in this new period
of impunity, operating within backsliding democracies and in a less restrictive
international environment. Alexander Cooley (Barnard College and Columbia
University's Harriman Institute) explores the ways in which Moscow's global strategy
has evolved since its full-scale invasion of Ukraine, showing that, despite a string

of failures, the Kremlin has leaned into more aggressive measures to promote its
interests and punish its opponents in Europe and elsewhere. Florindo Chivucute
(Friends of Angola) highlights how these new authoritarian strategies have played
out locally in Angola, where both Beijing and Moscow have helped accelerate

and entrench corruption, opacity, and repression, at the expense of Angolan
development and citizens' rights. His challenge regarding how civic actors in places
like Angola can respond will help inform future, deeper work by the International
Forum for Democratic Studies on how democratic actors should respond.

A NEW, MORE PERMISSIVE CONTEXT FOR AUTHORITARIAN INFLUENCE AT SCALE

Poorly managed
growth in extractive
industries has
historically led

to harmful,
exclusionary
outcomes that
undermine the
rights of workers.

_/




Key trends, predictive analysis, and democratic vulnerabilities

The essays and the roundtables that preceded them point to a few key trends
in authoritarian powers’ influence efforts, as well as critical vulnerabilities
among democracies of all stripes. Civil society activists and all those working for
democratic progress will have to contend with these conditions in the years to
come.

* Transnational repression is becoming easier—and more popular. Tactics
have become more sophisticated and cross a far wider range of digital and
financial tools. TNR has also been professionalized within authoritarian
systems and contracted out to third parties, affecting a far broader array of
exiles and citizens of other countries. Beyond China and Russia, the roster
of new governments perpetrating or willingly participating in transnational
repression has expanded rapidly.

* Electoral interference, in particular by Moscow in its European periphery,
has broadened beyond manipulation of media narratives to include
financial and cyber tools. The CCP’s electoral interference remains limited,
as Beijing's representatives—backed by economic threats and promises—
have been able to exercise significant political leverage over elites no matter
who is in power.

* China and Russia’s sharp power activities reach a far wider set of
sectors and actors than in the past. The more prominent use of lawfare,
paramilitary security aid, law enforcement co-optation, and state-run “civic”
organizations by both authoritarian powers has presented new challenges
in more societies that are unprepared for them.

* These powers’ engagement in other countries will become more affiliated
with criminal enterprises. The new “gig economy” for transnational
repression, continued illegal activity by China’s United Front apparatus, and
the growing nexus between Chinese overseas criminal activity and party-
state interests represent new tools better equipped for a more permissive
international environment, especially in less developed economies.

These trends have exposed deeper vulnerabilities in all types of democracies,
both in terms of entrenching autocratization and developing democratically.
They must be properly understood and addressed by civic actors, democracy
support funders, and democratic governments.

* Legal gaps that facilitate authoritarian influence strategies have
developed from a potential vulnerability into a clear and present
problem. Authoritarian powers now readily exploit weak campaign
financing laws, frivolous lawsuits, exceptions to public procurement
oversight, poor antiharassment laws, and debanking provisions. Found
in democracies up and down Freedom House's scale, these gaps must
be remedied through stronger collaboration between civic groups and
policymaking officials, and civil society efforts to enlist new, unlikely allies in
the financial, legal, and security sectors.
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* Advanced technologies allow democracy supporters to scale up their
activities to go on the offensive, yet those technologies have also
supercharged the capacity of foreign governments to reach across
borders and exert antidemocratic influence. This digital imbalance
between authoritarian powers and civic actors can be especially harmful for
electoral integrity, open discussion of geopolitically sensitive topics, and free
speech in general.

* Normative, material, and moral leadership on democracy is more
dependent than ever on local actors and movements, as international
institutions have eroded and democratic leadership wanes. In countries
where U.S. and European support once helped to prevent government
backsliding, local democracy activists will bear more of the burden with
respect to public advocacy, funding, and political pressure.

* The struggle for civic space will move from a contest among domestic
political actors to international ones as well. 2026 RightsCon'’s cancellation
over PRC pressure, the copycat of foreign NGO funding laws, and the
targeting of new groups outside of the human rights space portend a
situation where civic actors need new strategies to preserve civic space in
backsliding societies.

* From a regional perspective, Russia’s European periphery is set to
experience more aggressive interference tactics while partly free countries
elsewhere remain most vulnerable to China’s leveraging of its economic
relationships at the expense of democratic development. The EU's intense
efforts to defend its democracy and integrate newer members could provide
a moral and practical counterweight to Russia. However, few of those same
dynamics of external support exist in vulnerable democracies in the Global
South navigating their own relationships with China.

For civic actors seeking to counter foreign authoritarian influence, the
challenges have grown and the responses have not kept up. The situation
calls for the development and analysis of new tactics and methods. Leading For civic actors
democratic governments and philanthropic donors must recommit to seeking to
competing with authoritarian powers by providing rights-respecting media,
technology, and security support. Local democracy activists in turn will need
to deepen their connections and learning across the Global South and build
collaborative relationships with new partners in their own societies.

counter foreign
authoritarian
influence, the
challenges have
Despite this new era of autocratic impunity, the demand for dignity, grown and the
accountability, and freedom endures among ordinary citizens. An adaptive,
connected, resolute, and well-supported community of local and global civic

actors can still make progress toward a more open and democratic future in the /
face of foreign authoritarian influence. L

responses have
not kept up.
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CHINA'S AUTHORITARIAN
INFLUENCE

AMBITION AND SCALE MEET OPEN DOORS
AND NEW OPPORTUNITIES

// CAROLINE COSTELLO, ASSISTANT DIRECTOR WITH THE ATLANTIC COUNCIL'S GLOBAL CHINA HUB
WILLIAM NEE, SENIOR PROGRAM MANAGER FOR EAST ASIA AT NED

Facing many internal challenges, the Chinese Communist Party is reaching deeper
into overseas communities to crush voices that oppose it. China’s cross-border
influence tactics—now more fully at scale and paired with its economic power—are
taking root in a more permissive international environment. China has moved to
export its policing model abroad, exploit international financial and legal systems to
pressure critics, and supply authoritarian actors with an operating system for mass
digital surveillance and repression.

Projected Trends for 2026-2030

* Beijing's transnational repression will become more brazen and consequential in
vulnerable democracies.

* The PRC will attempt to sway international religious organizations as its repression
strategy targets religious and minority groups.

* Countering Beijing's extraterritorial security claims will grow more challenging as
China's bilateral security relationships deepen and its officials, companies, and
diplomats leverage open legal systems to the party-state’s advantage.

* CCP narratives will reach wider audiences as democratic competitors struggle to keep
pace and their digital and media tools advance.

* Beijing will use the UN and related bodies to promote CCP narratives, silence dissent,
and project stability.

* The PRC will leverage economic engagement to achieve geopolitical goals, no matter
which regimes—democratic or autocratic—are in power.

13 CHINA'S AUTHORITARIAN INFLUENCE



14

In 2023, while civilians were dying in Vladimir Putin’s full-scale invasion of
Ukraine, and just days after the International Criminal Court issued a warrant
for Putin’s arrest, Xi Jinping shook Putin’s hand, telling him that the global order
was undergoing changes “the likes of which we haven't seen for 100 years”

and that the two of them were “driving these changes together.”” The episode
epitomized both Beijing’s ambitious global agenda and the sorts of partners the
CCP is willing to enlist to achieve its aims.

Even as the Chinese Communist Party (CCP) appears to stride confidently on the
world stage, however, it faces stark economic difficulties, severe demographic
problems, and increasing social unrest within its borders.2 To maintain its
ironfisted rule domestically, the regime feels it must reach ever deeper

into foreign societies to crush voices that oppose it and shape an external
environment that will be more conducive to its authoritarian practices.

This coercive transnational pressure on those who might loosen the regime’s
grip at home effectively hinders the practice of democracy abroad as well. In
just one example from April 2026, the Zambian government abruptly canceled
RightsCon, the world’s largest annual gathering of human rights and democracy
advocates, following pressure from People’s Republic of China (PRC) officials
who were concerned about criticism from Taiwanese participants.?

Beijing's aggressive campaign for international influence has been on display
for nearly a decade, but its tactics are currently being applied at scale amid new
global dynamics: the weakening of international institutions and the rules-
based order, geopolical reconfiguration in the wake of major U.S. foreign policy
changes, and rival visions for technology governance linked to rising great
power competition. As its escalating authoritarian influence efforts encounter
this new and often more permissive international landscape, the PRC is rapidly
reshaping legal and normative modes of interaction around the world.

Democratic actors now confront the challenge of assessing the vulnerabilities
created by Beijing's manipulation of systems that were designed to ensure
transparency, accountability, and adherence to international law. They must
work to understand how the CCP’s authoritarian influence practices are evolving
on the new international terrain, and use this understanding to design a
successful democratic response.
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EXPLOITING THE OPENNESS
OF DEMOCRACIES AND
INTERNATIONAL INSTITUTIONS

Violence, financial leverage, and technology enhance Beijing’'s
transnational repression

As the CCP has intensified its control over civil society in China over the last 10
to 15 years, many independent activists and journalists have moved overseas

to continue their work.* Beijing has consequently pursued them, pouring
enormous resources into transational repression (TNR) operations that
internationalize its efforts to control dissent. These campaigns intimidate CCP
critics living abroad, and often target China-based families of some critics. Legal
gaps in foreign countries that fail to recognize TNR ultimately permit this blatant
violation of sovereignty.

According to Freedom House, the CCP is the world’'s most prolific perpetrator
of TNR, accounting for more than 20 percent of the direct, physical incidents
recorded between 2014 and 2025.> Historically, the TNR activities of PRC
security services had been labor intensive and geographically constrained.®
Now, technological advances have allowed Beijing's intimidation to traverse
geographic barriers, enabling the surveillance of diaspora communities on
an unprecedented scale. For example, a report by Citizen Lab found that

PRC operatives deployed customized malware through open source Uyghur
language software to surveil Uyghur human rights groups.” Separately,
OpenAl disclosures have revealed that a ChatGPT account linked to PRC law
enforcement was used to plan and document “cyber special operations,”
including pro-CCP propaganda and smear campaigns targeting Beijing's critics.?

PRC agents have also issued violent threats, and in some instances followed
through on them. During CCP leader Xi Jinping's visit to San Francisco for the
Asia-Pacific Economic Cooperation summit in 2023, Beijing launched a massive
operation involving numerous “United Front” groups to harass, intimidate,

and assault peaceful protesters,® including Tibetan activists calling for the
preservation of Tibetan language and culture.'® In another case, an office
manager at the Hong Kong Economic and Trade Office in London tracked
dissidents, found their addresses, and discussed an alleged plan to hire
members of criminal organizations living in the United Kingdom to physically
attack a prodemocracy activist." Online abuse campaigns against female
dissidents—and male dissidents’ wives and daughters—also tend to take on an
explicitly violent and sexual character.'?

Beijing is increasingly using financial leverage to silence its overseas critics.
Given the risk to their business interests in China, foreign financial institutions
are complying with domestic PRC security laws that punish human rights
defenders by closing their bank accounts, freezing their pension funds, and
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China is the Biggest Perpetrator of

Transnational Repression 2014-2025

Top 10 Origin Countries of Direct Physical Transnational Repression*
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Source: Collaboration and Resistance: Tracking Transnational Repression in 2025,
Freedom House, 2026, https://freedomhouse.org/report/special-report/2026/
collaboration-and-resistance-tracking-transnational-repression-2025.

revoking their professional licenses.™ For example, in 2020, HSBC froze the
bank accounts of former Hong Kong legislator Ted Hui in order to comply with
police orders under Hong Kong's National Security Law.™ An HSBC executive
later told a UK parliamentary committee that his job was to “comply with

the law,” not to “make moral or political judgments on these matters.”” The
China Strategic Risks Institute has advised governments to define economic
TNR in their national laws, and recommended that companies adopt special
internal processes to respond to demands from foreign states that run afoul of
international human rights principles.'

CHINA'S AUTHORITARIAN INFLUENCE
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Foreign entities facilitate Beijing's overseas law enforcement
operations

The PRC is extending its repressive policing efforts beyond its borders through
two distinct but related means: weaponizing international law enforcement
cooperation frameworks and conducting covert police operations abroad.

A recent report from the Carnegie Endowment for International Peace
documented how Beijing has propagated the normative and intellectual
foundations for its vision of state control around the world through expansive
police training programs.”” Between 2000 and 2025, PRC authorities trained
up to 20,000 foreign police officers, including representatives from 82 percent
of the world's authoritarian regimes.’® By integrating technical capacity-
building with coercive tactics designed to protect an incumbent leadership’s
political security, these programs normalize Beijing's internal security model,
which prioritizes control over speech and suppression of dissent. PRC law
enforcement experts view these trainings and their multilateral Global Public
Security Cooperation Forum as integral elements of a strategy to “actively
promote a positive image of Chinese police”—despite their gross and systemic
abuses of basic human rights and due process."

Beijing also sends law enforcement officers abroad to conduct illegal
“persuasion to return” operations, in which PRC nationals are coerced into
returning to China. The pressure campaigns often target victims' family
members, including children, and have included outright kidnapping.° Often
weaponized against regime critics, “persuasion to return” operations extend the
PRC authorities’ ability to monitor and neutralize overseas dissidents.? In 2022,
Safeguard Defenders revealed that Beijing had established 102 police stations
across 53 countries, some of them covertly, and others with explicit approval
from the host government.?? Although Beijing insists that these outposts merely
perform administrative tasks, they have been used to conduct “persuasion to
return” operations.?

Some governments have merely turned a blind eye to these operations, but
others have deployed their own police forces to actively support them. In April
2026, a court in Kazakhstan sentenced 19 individuals who had taken partin a
peaceful protest condemning the enforced disappearance of an ethnic Kazakh
man in northwestern China’s Uyghur region.?* Although the protesters had been
detained at the scene and convicted of “petty hooliganism,” Kazakh authorities
brought heavier charges against them just days after receiving a letter in which
the PRC consulate called the protest an “open provocation against the dignity
of the PRC and an insult to the Communist Party of China and China’s leader.”
Prosecutors cited the diplomatic letter in their decision to pursue the case.
Kazakh police have also monitored members of the activist group responsible
for the protest and detained other members for sharing footage of the protest
on social media.?
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Most Countries Have Received

Chinese Foreign Police Training

138 countries have received police training from China between 2000 and 2025. Of those,
114 have received bilateral training and 24 have only participated in multilateral training.
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Source: Sheena Chestnut Greitens, Isaac B. Kardon, and Cameron Waltz, “China’s Foreign Police Training: A Global Footprint,” Carnegie Endowment
for International Peace, 13 November 2025, https://carnegieendowment.org/research/2025/11/chinas-foreign-police-training-a-global-footprint.

When host governments arrest foreign nationals, deportation is always

a risk. In March 2026, under apparent pressure from Beijing, Malaysian
authorities detained Uyghur religious scholar Abdulhakim Idris for 15 hours
before deporting him to the United States, preventing him from engaging
with Malaysian civil society on Uyghur rights issues.?® In the worst cases, the
PRC has compelled states to deport Uyghurs back to China in violation of the
international legal principle of nonrefoulement, which prohibits the return of
individuals to situations in which inhumane treatment is likely. In February
2025, the Thai government defied the United Nations and U.S. lawmakers by

repatriating more than 40 Uyghur men, portraying the forced returns as “family
reunifications.”?
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At the United Nations, Beijing reshapes human rights norms,
funding, and leadership

The UN human rights system, despite its flaws and uneven track record,

has remained a source of credible condemnation for Beijing's violations of
international human rights law, with UN human rights bodies producing 146
communications to Beijing since 2018.%

Given that Xi Jinping has repeatedly claimed to support an international order
with “the UN at its core,”? the UN system'’s rebukes on human rights pose an
awkward dilemma for Beijing. The regime has responded by deepening its
engagement with the United Nations in order to reshape international human
rights norms according to its preferences. For example, the PRC has worked
behind the scenes to slash funding for the specific UN agencies in question.>°
Meanwhile, by boosting its overall UN staffing and financial contributions,
Beijing has placed personnel in key leadership roles and injected the CCP's
authoritarian norms into the broader UN ecosystem.'

Beijing often introduces rights-eroding language into UN texts and debates to
undermine established human rights norms and divert institutional capacity
away from monitoring and accountability. For example, PRC diplomats
consistently insert language calling for human rights to be interpreted according
to countries’ “national conditions,” thus weakening the universal standards that
underpin frameworks like the Universal Declaration of Human Rights and the
International Covenant on Civil and Political Rights.?? PRC-backed resolutions
have also tasked UN bodies with developing reports on “capacity-building in
fostering mutually beneficial cooperation in promoting and protecting human
rights.” These efforts have practical effects. They divert time and resources
toward busywork and away from core watchdog functions, such as by
investigating abuses or promoting state accountability in countries like Syria and
North Korea.*

Beijing has also grown more assertive in UN Human Rights Council (UNHRC) CCP government-
deliberations, coordinating with other authoritarian states to water down organized
resolutions—particularly those that would strengthen civil and political rights, nongovernmental

ili i i 34 . .
accountability mechanisms, or measures against TNR. organization

PRC representatives have weaponized pseudo-independent CCP front interventions at
organizations to shield authoritarian regimes at the UNHRC. These UN Human Rights
front organizations, sometimes referred to as government-organized Council sessions
nongovernmental organizations (GONGOs), use UN venues to intimidate have surged
pro.democracy .advocates énd shift criticism toward democracies. While sixteenfold

their presence is not new, it has grown rapidly in recent years. CCP GONGO since 2018.

interventions at UNHRC sessions have surged sixteenfold since the initial U.S. /
withdrawal from the UNHRC in 2018.3° |

CHINA'S AUTHORITARIAN INFLUENCE



20

New PRC media models face weakened global competition

Beijing is pouring enormous resources into its external propaganda
infrastructure. Its new investments and adaptations come at a time when

the United States has cut or suspended programs supporting hundreds of
individuals and dozens of organizations that counter the CCP's false narratives,
including news services, journalists, human rights defenders, and prodemocracy
groups. In the absence of these independent actors, Beijing's media influence
has grown unchecked. In Botswana, for example, the U.S. embassy reported in
2025 that—without U.S.-backed alternatives—Russia’s Sputnik and the PRC's
Xinhua were expected to become the country’s main sources for international
news.*® Exploiting the vacuum left by that year’s cuts to U.S. international news
agencies, China Global Television Network announced an expansion to produce
content in over 80 languages, and even began recruiting foreign journalists laid
off by U.S. outlets.*”

Since 2018, the PRC regime has also built nearly 150 “international
communication centers”"—entities run by Chinese provinces, cities, and
counties to produce pro-CCP content and build partnerships with foreign
media outlets.®

Meanwhile, Beijing is amplifying its foreign propaganda enterprise by enlisting
young social media influencers to “tell China’s story well.” In June 2025, China
Youth Daily and the World Youth Development Forum launched the China-
Global Youth Influencer Exchange Program. This initiative offered all-expenses-
paid trips to prominent influencers in exchange for promoting a curated image
of the country. The program was part of what appears to be a broader strategy
of courting influencers from around the world. Throughout 2025, online content
creators—including Kenyan comedians, Senegalese TikTokers, and the American
live-streamers IShowSpeed and Hasan Piker—generated hundreds of millions of
views from their trips to China.*
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THE POLITICAL AND LEGAL
CONDITIONS OF THE PRC’S
ECONOMIC RELATIONSHIPS

Economic ties with China can come with political strings
attached and suppress public accountability

While the United States since 2025 has increasingly sought to use tariffs as

a tool to achieve its policy goals, the PRC has presented itself as a reliable
guardian of free trade. As of mid-2026, Beijing was seeking to finalize at least
20 new trade deals, capitalizing on partner countries’ unease with U.S. policy
changes.*® Economic ties with China are not inherently harmful, but they do
expose democratic governments and prodemocracy actors to real risks. Beijing
has repeatedly demonstrated a willingness to cut off normal commerce as

a punishment for partner states that criticize the CCP or take human rights
actions against CCP interests. Although there are dozens of such cases,
Lithuania, Australia, and Sweden serve as three examples of democracies that
Beijing has recently targeted.*’

Similarly, Beijing has tried to market itself as a steady partner for human
development.* As the United States and Europe slashed foreign aid over the
past two years, the PRC stepped in with modest but real funding that, in a
few cases, mirrored the exact initiatives abandoned by the U.S. Agency for
International Development just months earlier.*

Despite these gestures, Beijing's overseas lending priorities are shifting away
from the economic development and social welfare of recipient countries and
toward the PRC's own economic competitiveness and national security. In
recent years, PRC entities have diverted lending from poorer countries to richer
ones; from big-ticket infrastructure to smaller, commercially viable projects;
and from poverty reduction to strategic sectors such as technology and rare-
earth minerals.* These changes are already underway, but they are set to
accelerate following a December 2025 directive from Beijing's top economic
agencies, which mandated that state capital be synchronized with national
security priorities.* When the geopolitical and commercial interests of both
the PRC and host governments emphasize speed over regulatory enforcement,
environmental, labor, and corruption-related abuses become inevitable. A
recent report from the U.S. House of Representatives’ Select Committee on
China found that China’s global network of mining companies engage in a wide
range of rights abuses, including extortion, trafficking, loan sharking, contract
manipulation, and the use of intimidation and violence.*
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PRC Mining Operations in Zambia:
Speed over Safety, Opacity over Transparency

The ways in which PRC corporate interests, Beijing's political interests, and local government
complicity can align to harm civil society were on clear display last year in Zambia. After setting
the ambitious goal of tripling copper production by 2033, Zambia became increasingly reliant
on China-based partners to deliver the speed and scale necessary for such an expansion.#’ In
February 2025, a dam failure at a Sino-Metals Leach Zambia mining facility devastated a river
system that provided water for agriculture, industry, and human consumption, affecting 25
million people.®® The authorities’ decision to prioritize speed led them to overlook extreme
negligence.

Sino-Metals Leach Zambia operated within the Zambia-China Economic and Trade Cooperation
Zone, a special area designed to attract investment through tax breaks, limited regulatory
oversight, and streamlined approvals, including for environmental reviews.* Despite long-standing
warnings that tailings dams (large embankments used to contain mining waste) were being
systematically mismanaged across Zambia's Copperbelt region, the Chinese company had chosen
to store the waste from a new plant in one of these precarious structures.* Instead of building

a new dam, the company raised an existing wall. After the containment project was finished, it

was not subjected to routine inspections.>’ The dam was expanded again in 2022, even though

a 2017 study had found that nearby groundwater was already contaminated.>? The massive
environmental, agricultural, and economic disaster ensued three years later.

Beijing's overseas loans are also becoming more difficult to trace, with many
transactions routed through shell companies in jurisdictions that are subject
to strict banking secrecy laws.>® This opacity prevents civil society activists from
holding their governments accountable for potentially problematic terms and
conditions attached to PRC loans, undermining a core pillar of democratic
governance.

Economic ties with China are not inherently harmful, but
they do expose democratic governments and prodemocracy
actors to real risks.

/
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Exploiting liberal legal systems, the CCP applies its repressive
standards abroad

Since 2015, Beijing has enacted a growing number of laws that claim
extraterritorial jurisdiction. These laws invoke a broad conception of national
security to justify expanding the CCP regime’s legal reach beyond its borders.
When the PRC deems its wide-ranging national security interests to be at stake,
the laws grant the authorities expansive jurisdiction over foreign nationals,
governments, and corporations. Statutes covering national security, intelligence,
cybersecurity, and trade empower PRC officials to seize personal data,
communications, and financial assets.>

Now, more than a decade later, PRC-affiliated entities have further exploited the
more open and liberal legal systems of democracies to protect the reputation of
the party-state and intimidate any civil society voices that push back. PRC firms
are increasingly using host-country judicial systems to neutralize opposition

to the CCP’'s overseas interests, particularly with respect to research that may
trigger policy change. Employing local counsel, they initiate defamation suits
and issue threatening legal letters with the aim of suppressing scrutiny and
oversight. Nearly a dozen such incidents emerged between 2019 and 2025, with
roughly half occurring in 2024-25.%°
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Leveraging Open Legal Regimes to Silence
Civil Society Transparency Efforts

Following the February 2025 mining disaster, the Zambian media outlet News Diggers produced a
documentary on the opportunities and environmental risks associated with PRC investment. When
the outlet shared a teaser on Facebook, the Chinese Chamber of Commerce in Zambia secured

an emergency injunction to block broadcasting. Neither the Chinese Chamber of Commerce nor
the court conducted a prior review of the full film, but the court granted the injunction ex parte—
denying News Diggers the right to formally respond. Although the case was later dismissed, it “cost
News Diggers money it didn't have,” according to the outlet's editor in chief.>® This pressure is not
unique: an investigation by Inside Climate News found more than a dozen cases in which African
journalists reporting on environmental or human rights harms caused by Chinese enterprises
faced retaliation for their journalism, although it was unclear to what extent the Chinese

government and local governments were involved in these repressive efforts.>’
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EXPORTING FRONTIER
TECHNOLOGY AND NORMS
AT SCALE

The PRC promotes an operating system for authoritarian
repression

Well-established as a major player in emerging technologies, Beijing is no longer
just exporting its surveillance technology abroad. Today, the PRC supplies an
entire operating system for authoritarian governance, from hardware and
infrastructure to software, content, legal norms, and trained personnel.

PRC firms are selling increasingly sophisticated monitoring and censorship
systems modeled on the PRC's domestic architecture to governments around
the world. Most notably, the telecommunications firm Huawei has helped
politicians in Uganda and Zambia access the phones of their opponents.>®
PRC cybersecurity firm Meiya Pico provided training on extracting data from
phones and computers to foreign governments.> Another firm, Geedge
Networks, founded by the “father of the Great Firewall,"®® installed surveillance
equipment directly into state-owned data centers, empowering the client
governments to block websites, disable virtual private networks (VPNs), and
surveil users.®” A September 2025 leak revealed that the Geedge dashboard
was simultaneously monitoring 81 million internet connections in Burma
alone.%?

PRC-based providers are poised to build their long-running “smart city”
partnerships to create “city brains"—powered by artificial intelligence (Al)
systems—that integrate and centrally process data from across an entire city.
Such a comprehensive, real-time surveillance apparatus poses an obvious
threat to privacy rights and other individual liberties. PRC technology firms have
exported “smart city” systems to governments in more than 80 countries to
date, and in 2018, Kuala Lumpur became the first “city brain” outside of China.®3

Beijing has helped rogue regimes build digital payment systems to

evade sanctions. The United States and other democratic governments
enforce sanctions in part by isolating banks from U.S. dollar clearing and
the messaging system of the Society for Worldwide Interbank Financial
Telecommunication, or SWIFT. China's e-CNY is a state-issued digital
currency distributed via commercial banks and users’ digital wallets. Settling
transactions directly in e-CNY allows sanctioned entities to trade outside
traditional enforcement channels. Moreover, using Huawei technology and
infrastructure, the military regime in Burma is now building its own digital
currency, partly to bypass sanctions and insulate its transactions from
external oversight.®
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PRC-based Al models present censored information
to global users

The Al models developed by PRC-based companies are programmed to censor
political content and advance CCP narratives,% and they are rapidly capturing the
global market. PRC companies are especially prominent in the development of
open-weight models—Al systems whose parameters are publicly released and
can be downloaded, analyzed, or adjusted by users. Between 2024 and 2025, PRC
Al models’ share of weekly global open-weight Al usage surged from 1.2 percent
to 30 percent.®® Fueled by government subsidies, training-data advantages, and
efficient computation, these systems keep user costs 10 to 20 times lower than
their foreign competitors.®” To accelerate global adoption, Beijing bundles its Al
systems with digital infrastructure offerings in emerging markets, and firms like
Huawei are integrating the DeepSeek model into many of its leading products and
devices.® Developers around the world—from cash-strapped start-ups to Fortune
500 companies—are now powering their applications with China’s Al models.%

Although skilled users can customize parameters to bypass CCP information
guidance, most developers lack the resources or technical expertise to
sufficiently disentangle their models from state-directed censorship priorities.”
Of the 10 applications using PRC-based Al models that were tested by the China
Media Project, none had successfully decoupled their systems from official
censorship and propaganda.” This creates a global risk as the widely used

PRC Al models subtly align with Beijing's preferred narratives, mirroring CCP
positions, for example, on the invasion of Ukraine, journalism, domestic Belgian
and Kenyan politics, or human rights conditions in India, the United Arab
Emirates, and Indonesia.”?

Authoritarian states emulate Beijing on tech governance

In addition to exporting techno-authoritarian tools, Beijing provides a governing
template for global emulation. Repressive governments in countries such as
Tanzania, Uganda, Vietnam, and Zimbabwe have enacted restrictive media and
cybersecurity laws modeled on those in the PRC.” Russia’s state-controlled
MAX application mirrors China’'s WeChat, integrating a messaging platform with
government services, health care, and education under direct state oversight.”*
Iran’s Supreme Council of Cyberspace performs the same role as China’s
Cyberspace Administration on an institutional level and has used PRC-supplied
technology to suppress dissent.”

Meanwhile, as Washington reduces its footprint in UN technical bodies, other
democracies have failed to fill the vacuum, allowing CCP officials to secure top
leadership positions. Within the International Telecommunication Union, Beijing is
increasingly proposing internet protocols that are designed to help governments
more easily monitor and block online content.” In December 2025, China outbid
the United States to host the 2027 World Radiocommunications Conference, thus
securing a critical opportunity to steer international telecommunications standards
toward its censorship-friendly model and export its domestic digital architecture.””
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PROJECTING FUTURE TRENDS
FOR 2026-30

If Beijing's recent innovations and emerging practices are any guide, the
following trends are likely to prevail over the next five years, presenting serious
challenges for vulnerable democracies and civil society organizations seeking to
counter authoritarian influence:

Beijing’'s TNR will become more brazen and consequential in vulnerable
democracies. With the assistance of Al tools, the CCP’'s TNR efforts will
become more digitally sophisticated. The PRC will also utilize economic and
lawfare tactics to target activists abroad. If host governments are unwilling
to proactively prevent TNR, support victims, or impose costs on Beijing, its
campaigns will only grow more aggressive. Chinese international students
and diaspora communities already bear the brunt of Beijing's covert efforts,
but if they feel unsupported or stigmatized, they may fail to report TNR
incidents to host-country law enforcement authorities.

The PRC will attempt to sway international religious organizations. As
suggested by Beijing's targeted TNR operations against Uyghur religious
figures, the PRC is likely to persecute other religious minority groups both at
home and abroad. As the 14" Dalai Lama, currently 90, announces further
details on the future of his institution, the CCP regime will seek to counter
the authorized succession process and build acceptance in the international
community for its preferred, illegitimate Dalai Lama. Similarly, to deflect
criticism of its domestic crackdowns, Beijing will ramp up efforts to co-opt
Muslim and Christian communities.

Countering Beijing's extraterritorial security claims will grow more
challenging. As the PRC's bilateral security relationships deepen, Beijing
may more explicitly demand that partner governments comply with its
political objectives, ensuring that their territory is not a safe haven for
activities deemed detrimental to the CCP. Meanwhile, the regime will
continue to use laws asserting extraterritorial jurisdiction to pursue its
political interests abroad, and PRC companies will resort to time-consuming
and expensive defamation lawsuits to silence their critics.

CCP narratives will reach wider audiences as competitors struggle to keep
pace. Beijing's preferred narratives will gain traction around the world, not
just through flagship state media outlets like Xinhua and CGTN, but through
content-sharing partnerships with foreign outlets, journalist and social
media influencer exchanges, and the subtle discourse guidance embedded
in PRC-based Al tools.
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* Beijing will use the United Nations and related bodies to promote CCP
narratives, silence dissent, and project stability. As Beijing seeks to
reshape human rights norms in its favor, it will continue to defund UN
oversight bodies, install CCP personnel in leadership positions, inject
authoritarian ideology into international frameworks, and deploy front
organizations to silence dissent.

* The PRC will leverage economic engagement to achieve geopolitical goals.
Beijing will continue to prioritize building strategically beneficial economic
relations that grant it control over key supply chains and leverage over
partner countries’ political decisions. China’s growing economic power
will serve as a force multiplier for the CCP’'s sharp power, motivating
governments to overlook TNR incidents and PRC policing on their territory.
Beijing is also likely to continue to commit human rights abuses, disregard
environmental standards, and engage in corruption in order to maintain
access to critical minerals around the world.”

If even some of these trends materialize in the coming years, democratic

actors will be hard pressed to coordinate an effective response. In addition to
addressing their own legal, institutional, and policy vulnerabilities, democracies
must work together to help other states and international bodies do the same.
A successful strategy must also go beyond defensive measures and devote
attention to the domestic concerns that have long motivated the CCP’s influence
efforts abroad.
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LOSING ALLIES,

BUT DOUBLING DOWN

RUSSIAN AUTHORITARIAN INFLUENCE
AFTER THE INVASION OF UKRAINE

// ALEXANDER COOLEY, CLAIRE TOW PROFESSOR OF POLITICAL SCIENCE
AT BARNARD COLLEGE, COLUMBIA UNIVERSITY

The Kremlin may be at an inflection point: its influence operations are not
sufficiently effective and its military efforts—like those in Ukraine—are proving too
costly. In recent years, Russia has been expanding its authoritarian playbook in an
effort to undermine European states supporting Ukraine. These tactics have become
more aggressive and urgent, driven by the war and the loss of autocratic allies.

To that end, Russia has expanded its social and traditional media reach, exported
advanced Russian technological tools for narrative dissemination and surveillance,
and intensified its efforts to find and silence dissidents and war critics abroad.

Projected Trends for 2026-2030

* Russia's damaging loss of autocratic allies in recent years will continue. In part, this will
intensify its drive to secure influence in Russia’s immediate neighborhood.

° Moscow's election interference and social media operations will continue to integrate
financial support, local microtargeting, and Al-generated content.

* Subversive Russian operations in Europe will incorporate more aggressive paramilitary
and criminal tactics. The legal frameworks of democratic states may struggle to
effectively counter these new measures.

* Russian narratives in the Global South will continue to find politically aligned partners
and receptive audiences as democratic competitors struggle to compete.

*  Moscow's transnational repression campaign will continue to scale up, driven by the
growth in the Russian exile population.

*  Moscow will continue to block, counter, and stigmatize independent media in exile.
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INTRODUCTION: AUTHORITARIAN
INFLUENCE AMID GLOBAL
UNCERTAINTY

For over two decades, the Russian regime has positioned itself as the principal
revisionist challenger to the rules-based international order and its associated
democratic norms and practices. Russian influence strategies rest on Moscow's
long-held claim that promotion of democracy is a cover for geopolitical

pressure, that democracy assistance serves as a pretext for destabilizing regime

change, and that support for civil society constitutes unwarranted interference
in the sovereign affairs and security of its partners.’

Moscow has justified its full-scale invasion of Ukraine in 2022 as an attempt
to counter the encroachment of this international order, and particularly the
expansion of the North Atlantic Treaty Organization (NATO), arguing that the
West applies its principles selectively and hypocriticallly.? The war—and its
resolution on terms favorable to the Kremlin—remains Moscow’s greatest
foreign policy priority and a driver of its aggressive and potent tactics. This
objective shapes the targeting logic, urgency, and resource allocation behind
nearly every influence activity examined below.?

The 2024 U.S. elections, the prospect of a more transactional and constructive
Russian relationship with Washington, and mixed international pushback against
Russian aggression have not yielded a quick peace agreement on Moscow's
preferred terms. Moreover, the Russian regime is confronting the loss of a string

of autocratic allies that it had carefully cultivated over decades as part of its global

revisionist strategy. The successful U.S. military operation in January 2026, in
which Venezuelan leader Nicolas Maduro was seized and rendered to the United
States to stand trial on drug-trafficking charges, was a striking demonstration of
the political precarity of Moscow's reliance on autocratic partners and clients.*

This essay makes the case that the Kremlin's broader authoritarian playbook—
which spans foreign agent laws, Interpol abuse, social media campaigns,
globally oriented state media outlets, and the intimidation of civil society—has
expanded in scale and sophistication around the world in recent years. The
Russian regime’s most assertive tactics are concentrated against European
states that it views as its principal adversaries in Ukraine, and include election
interference as well as transnational repression against exiled Russian war
critics and regime opponents. These escalations have occurred amid complex
global crosscurrents that are largely outside Moscow's control. The Kremlin
mostly watched from the sidelines while a series of regime collapses eroded its
network of autocratic allies, for instance, yet the contraction of prodemocracy
global media services provided an unexpected boon.

The Russian leadership may now face an inflection point in its strategy: Its
soft and sharp power efforts are not sufficiently effective, and its hard power
enterprise in Ukraine is proving too costly.
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The rest of this essay explores the evolving Russian approach in three tactical
areas: electoral interference and democratic subversion, Russian media
infrastructure and autocratic narratives in the Global South, and the expanding
campaign of transnational repression against the Russian exile community

in Europe. In each area, Moscow's tactics have notably grown more forceful
and belligerent, while its fixation on the war in Ukraine has given its efforts

an increasing urgency. The regime is likely to pivot further toward a more
aggressive, technologically sophisticated strategy centered on securing its
immediate neighborhood, contesting the narratives of its political foes through
propaganda, and silencing dissent elsewhere in the world.

ELECTORAL INTERFERENCE:
INTEGRATED TACTICS AIMED
AT EUROPE

Moscow's election interference methods once focused on centralized troll-farm
operations that manufactured divisive content for Facebook and Twitter, but
they have developed over the past 10 years to incorporate more diffuse and
technologically advanced campaigns.® The operations now span a wider social
media ecosystem—including TikTok and other short-form video platforms—
and increasingly use artificial intelligence (Al) tools to tailor messaging to local
contexts and younger audiences.®

In 2024, for example, Moscow launched perhaps its most ambitious
interference operation of the decade, targeting Moldova's October presidential
election and a concurrent European Union (EU) accession referendum with the
goal of derailing President Maia Sandu'’s pro-European agenda.” The Russian
campaign was remarkable for its scale and directness. Moldovan police accused
llan Shor—a former Moldovan politician who had been convicted in the 2014
“billion-dollar theft” banking scandal and was later sanctioned by the EU, the
United Kingdom, and the United States—of funneling at least $39 million into
the country from a Russian bank as part of a large-scale interference and
vote-buying operation.® The effort reportedly used recruitment networks

based on the Telegram messaging platform and centered geographically in the
autonomous ethnic minority region of Gagauzia to deliver cash and Russian Mir
payment cards to as many as 130,000 voters, representing approximately 10
percent of the Moldovan electorate.?

The Moldova operation was also analytically significant due to its integrated
character. In addition to the payments, a coordinated information manipulation
campaign deployed deepfake audio and recruited Moldovans to produce false
Al-generated news stories, including claims that the government planned to
falsify election results and that Sandu was linked to child trafficking.'® The
Russian Orthodox Church amplified this anti-Sandu and anti-EU messaging."
Even if Moldova's particular vulnerabilities, including the separatist-ruled,
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Russian-occupied territory of Transnistria and Gagauzia's pro-Moscow
orientation, created unusually favorable conditions for such campaigns,

the episode illustrated the Russian regime’s capacity to integrate digital
propaganda, covert financing, and vote-buying into a single influence operation.

Nevertheless, the operation ultimately failed. The referendum passed by a
margin of just 0.7 percent, Sandu decisively won reelection with 55 percent

of the vote in a November 2024 runoff, and her Party of Action and Solidarity
retained its majority in September 2025 parliamentary elections. The
interference was followed by a set of law enforcement actions, with a Gagauz
official convicted in August 2025 of funneling illicit Russian funds.’? Greece
then extradited Vladimir Plahotniuc, a powerful oligarch and former Moldovan
politician who had fled after being implicated in the $1 billion bank fraud
scandal of 2014." Overall, Moscow's most direct electoral intervention in a
decade produced a visible defeat and a loss of political influence.

Russia’s Fully Integrated Election Interference Strategy

Pay to recruit
more voters

Bribe voters BRIBE RECRUIT
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A parallel case in Georgia shows what Moscow can accomplish when working
in partnership with an authoritarian-aligned domestic government to achieve
similar antidemocratic goals. Once viewed as a reliably pro-Western state,
Georgia has increasingly drifted toward Moscow under the governance of

the ruling Georgian Dream party, whose leadership has adopted many of the
repressive tactics and laws developed by the Kremlin, including a Russian-style
“foreign agents” law enacted in June 2024." In the October 2024 parliamentary
elections, Georgian Dream retained its majority amid allegations of fraud,
intimidation, and Russian-manipulated social media. Georgian President Salomé
Zourabichvili, an independent, refused to recognize the results, saying they had
been falsified as part of a “Russian special operation.”” In the run-up to the
balloting, Russian-backed propagandists had spread claims across social media
that the United States and the West were preparing violent protests and even a
coup in the event of a Georgian Dream victory.'®

After the Georgian government announced in late November 2024 that it
would suspend EU accession talks until 2028, mass protests did erupt across

Thilisi and other cities. Authorities cracked down in response, with hundreds The Georgian case

of arrests reported." In early 2025, the EU suspended parts of its visa- suggests that in
facilitation agreement affecting travel for Georgian diplomats and officials.' countries where a
The anticorruption watchdog Transparency International later found that friendly domestic
approximately 700 civil servants had been fired for supporting the protests.’ government isin
Georgia's local elections a year later highlighted another tactic borrowed place, Moscow

from Moscow, as the Georgian Dream government invited fake or biased
international election observers to lend legitimacy to the outcome.?

does not need
the elaborate

The Georgian case suggests that in countries where a friendly domestic financial and digital
government is in place, Moscow does not need the elaborate financial and infrastructure

digital infrastructure it deployed in Moldova. Instead it can work through it deployed in
incumbent elites and exploit administrative resources to suppress opposition, Moldova

manage media coverage, and insulate electoral outcomes from external /
scrutiny and accountability.' '

INFORMATION WARFARE
IN THE GLOBAL SOUTH:
OLD WINE IN NEW BOTTLES

Outside of Europe, Russian authoritarian influence efforts are concentrated
mostly on shaping the information environment, engaging with local partners,
and spreading Al-generated content. Moscow's global media and information
operations have expanded considerably over the past decade. Despite major
economic strains associated with the war in Ukraine, the Kremlin has chosen

to increase its spending on foreign propaganda. The 2026 draft federal budget
proposed to raise allocations for mass media and propaganda by 6.6 percent to
a record 146 billion rubles ($1.78 billion), including $390 million for the global
television outlet RT (Russia Today).??
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Although Europe remains a primary focus, Africa and Latin America are priority

regions in the Global South, where the Kremlin seeks to erode international
support for Ukraine, extract resources, build authoritarian partnerships,
and position Russia as a champion of the postcolonial world and anti-U.S.

movements. Russian state media—principally RT, Sputnik, and the news service

TASS—collectively maintain at least 58 bureaus worldwide; offer dedicated

channels in Arabic, English, French, and Spanish; and produce content in many

other languages.?

Critically, the narratives generated by these state-
sponsored Russian outlets are amplified within

local media ecosystems, through either formal
content-sharing agreements—numbering at least 99
globally—or informal reproduction.?* In Africa, local
stations and networks now regularly rebroadcast RT
and Sputnik packages or partner with Russian-aligned
channels like Afrique Média.?> Moscow's “African
Initiative” project was launched in 2023 in Mali and
presented as a journalism school and independent
news agency; it trains local journalists and funnels
Kremlin-friendly content into national and regional
media environments.?® In Latin America, RT and Sputnik collaborate with the
Venezuela-based TeleSUR and the Iran-backed HispanTV, sharing offices and
anti-U.S. editorial outlooks.?” Recent analysis has shown how local platforms
in Mexico and Brazil reproduce Russian and Cuban state media content, often
stripped of attribution.?®

In 2025, the United States undertook dramatic changes to its foreign policy,
and Moscow's autocratic allies in Africa, the Middle East, and Latin America
faced intense domestic and foreign pressures. To analyze whether Russian
narratives had thematically adjusted during this period of change, we
conducted original content analysis on a sample of 101 news stories from
January through December 2025, drawn from RT, Sputnik, and affiliated
local outlets, including regional amplifiers and Russian embassies’ social
media accounts.? Each item was coded for prominent themes in Russian
messaging that typically promote antidemocratic interests, such as support
for host-country sovereignty against Western interference, accusations of

U.S. hypocrisy, and critiques of U.S. sanctions policy.?° Such narrative themes

are used to bolster local authoritarians in the face of international criticism
and stigmatize civil society groups that receive foreign funding. While not
a comprehensive survey, the sample was sufficient to identify prominent
thematic patterns and regional variation.
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Top Russian Narratives in African

and Latin American News Stories

Russia’s propaganda in the Global South is not one-size-fits-all. State media
and their allies push different narratives depending on the regional context.

In Africa, for instance, their content strategy focuses on establishing Russia
as a more reliable and powerful ally than many Western countries. While in
Latin America, rather than promoting Russia, their content focuses on
stoking sentiment more clearly directed toward the United States’ role in
Latin America.

TOP THEMES IN AFRICA
Russia as Reliable Security Partner 51%
Multipolarity and Western Decline

Anti-French Colonialism 42%

TOP THEMES IN LATIN AMERICA
Criminality-as-Pretext 35%
Sanctions Abuse 34%

U.S. Militarism 33%

Source: Based on author's analysis of 101 news stories from January-December
2025. The stories were drawn from Russian state media, affiliated local outlets, and
Russian embassy social media accounts.

The analysis revealed distinct regional messaging strategies. In Africa, Russian
narratives consistently emphasized “positive authoritarianism,” with about half
of the news stories framing Russia as a reliable security partner and a stabilizing
guarantor of host-country sovereignty among postcoup military regimes, as

well as “multipolar” perspectives that present non-Western development paths
as more desirable than Western-backed lending institutions and development
models. Anti-French and anticolonial references were present in over 42 percent
of the African news stories. Notably, despite the fact that the U.S. Agency for
International Development (USAID) was previously a major target of Kremlin-
backed conspiracy theories, Russian outlets’ Africa coverage contained almost
no mentions of the agency and its closure after August 2025, or of the public
health consequences of the withdrawal of U.S. humanitarian aid, reinforcing
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the finding that Russian regional messaging prioritized promotion of Moscow's
partnerships with African autocratic governments over delegitimization of the
United States per se.”’

Latin American content, however, reflects a fundamentally different approach,

directly criticizing U.S. policy and instruments rather than mentioning Russia
and its activities. Over a third of the Latin America items drew attention to

sanctions abuse (34 percent), U.S. militarism (33 percent), or the criminality-as-

pretext themes (35 percent) that cast American counternarcotics operations
as illegitimate forms of aggression. Events related to Venezuela were featured
in 40 percent of all regional stories, with coverage surging in the final four
months of the year.

Taken together, these findings point to a strategic posture best described

as old wine in an expanding collection of new bottles. The narratives
themselves—Russia as a stabilizing force that opposes European colonialism
in Africa, and criticism of U.S. imperialism in Latin America—are durable and
largely unchanged. But Moscow continues to expand its media infrastructure
as it opens more bureaus, concludes more content-sharing agreements,
establishes local media partnerships, and cultivates aligned regional outlets.*
Even as the Ukraine war drains the Russian federal budget, the Kremlin has
continued to increase investments in RT and its affiliated networks,** a signal
that the regime views this global apparatus as cost-effective and its Global
South messaging as a strategic priority.

One might expect a volatile global environment to have prompted a rethink of
the Kremlin's Global South strategy. Instead, the Russian leadership has chosen
to scale up its worldwide propaganda apparatus, confident that the existing
strategy has worked and warrants an even greater infusion of resources.

TRANSNATIONAL REPRESSION:
NEW TARGETS, NEW
PERPETRATORS, AND NEW TOOLS

Moscow's transnational repression operations now reach a wider set of targets,
draw on a broader array of state-affiliated perpetrators, and exploit more
authoritarian-friendly technologies than ever before. Freedom House’s 2014-25
dataset attributes 100 physical incidents of transnational repression to the
Russian regime, ranking it third globally.* The Kremlin is particularly notable
for the prominent role that assassinations play in its tactics; of 60 such cases in
Freedom House'’s 2014-24 dataset, 13 are attributed to Moscow.*

Since February 2022, Russian authorities have escalated their targeting of
political dissidents, independent journalists, and civil society activists who fled
the country following the full-scale invasion of Ukraine. The Russian human
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rights project OVD-Info estimates that more than 900,000 Russians have left
since the invasion, with most initially moving to visa-free destinations in the
former Soviet region.?® In response, Russian security services have leveraged
long-standing bilateral relationships, extradition arrangements, and data-
sharing agreements to pressure host-country counterparts into surveilling,
detaining, and even repatriating these exiles.>” For example, between 2022 and
2024, at least seven Russian dissidents were arrested in Kazakhstan and four
in Kyrgyzstan;® in 2026, the pace of extraditions increased, with Kazakhstani
authorities granting four extradition requests to Russia, including for an activist
who had volunteered with the organization of late Russian opposition leader
Aleksey Navalny.*® In June 2023, Kyrgyzstan's government—with Russian
guidance—introduced a facial recognition system that has since been used to
identify Russian antiwar dissidents and activists.*

Other exiles have relocated to EU member states, which has tested the
capacity of European democracies to contend with a sustained campaign of
transnational repression. In practice, the Russian regime employs a diverse
toolkit to target exile communities residing in liberal democracies, ranging
from legal harassment to direct lethal violence or intimidation by contracted
agents.*’ Physical attacks remain a key part of the repressive apparatus.*? In
2023, German police launched investigations into the possible poisoning of
two Russian exiles who participated in a dissident meeting in Berlin.** In Spain,
a Russian helicopter pilot who had defected to Ukraine was shot six times and
killed in February 20244

Exiles are not the only victims of Moscow's cross-border violence. Ukrainian
journalist and media commentator Dmytro Gordon was the target of two
separate Federal Security Service (FSB) assassination plots, disclosed by
Ukrainian authorities in June 2025.% The campaign has also expanded to those
directly supporting Ukraine's defense. German and American intelligence
services disrupted a plot by Russia’s military intelligence agency, known as the
GRU, to assassinate the chief executive of the German firm Rheinmetall, a major
supplier of weapons to Kyiv.4

Moscow's increasing reliance on proxies in the European theater likely reflects MOSCOW'S
a structural shift. As European states have expelled more than 750 Russian
diplomats since 2022, the capacity of Russian intelligence services to operate
under official cover on EU soil has been sharply reduced.?” This has driven
the rise of what Nate Schenkkan has described as a “gig economy” model of

increasing reliance
on proxies in the
European theater

transnational repression, in which operations are outsourced on a freelance “kely reflects a
basis to local or third-country proxies recruited through online channels.*® For structural shift.
example, British police disrupted a Bulgarian organized crime network that had l /

been working on behalf of the GRU to conduct surveillance and plot attacks
against Russian dissidents in the United Kingdom. GRU Unit 29155 has since
been sanctioned by both the EU and London for assassination attempts and
other destabilization activities.*
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Russian TNR Primarily Targets Its Neighbors (2014-2025)
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Source: “Transnational Repression by the Russian Federation: Threats, Tendencies, Solutions,” OVD-Info, May 2025,
https://reports.ovd.info/en/transnational-repression-russian-federation-threats-tendencies-solutions.
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Note: The dataset tracks cases that took place between 2014 and 2025. Some cases involve multiple countries, and as a result totals may exceed

overall count.

Beyond physical attacks and proxy operations in host countries, Moscow has
expanded its use of coercion-by-proxy since 2022; Russian security services now
routinely contact the Russia-based families of exiles as a means of intimidation.
Russian authorities have also increased efforts to infiltrate antiwar and
opposition activist groups, surveilling both online and offline activities to identify
and intimidate diaspora members.>® While harder to quantify than physical
attacks, these “everyday” forms of transnational repression may have the most
significant cumulative impact, leading to self-censorship, social withdrawal, and
disengagement from civic and political life across the exile community.*’

In addition, the Russian leadership has increasingly leveraged legal and
administrative channels to pursue its critics abroad. The Kremlin has extended
the extraterritorial reach of its domestic judicial system to regularly conduct
criminal prosecutions in absentia and to issue international arrest warrants.
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New batch designations of “undesirable organizations,” affecting both groups
and individuals, effectively function as tools of transnational harassment.>? By
late 2025, Russian courts had convicted at least a dozen exiled journalists and
opposition figures in absentia, often handing down multiyear prison terms that
would be enforced if the individuals returned to Russia.>* According to OVD-Info,
the combined list of “foreign agents” and “undesirable organizations” includes at
least 1,525 individuals and organizations, 1,062 of which had been added since
2022, with 2025 marking the biggest single-year expansion (331 additions).>
Legislative changes in 2024-25 further tightened restrictions on those listed,
allowed for the confiscation of their property, and simplified the process of
opening criminal cases for alleged violations of the relevant laws' reporting and
labeling requirements.>®

Moscow has also exploited international mechanisms that are designed for
legitimate law enforcement cooperation. Leaked Interpol data indicate that,
as of September 2024, Russia maintained 4,817 active Interpol Red Notices,
more than any other country.*® Reviews conducted by the United Nations
and Freedom House revealed that many of the Russian cases pursued
across borders involve journalists, opposition figures, and activists who were
inappropriately charged with “extremism” or “terrorism.”*” The European
Parliament's 2026 study on transnational repression found that European host
states too often accept origin-state claims that individuals are “extremists”
or “terrorists,” leading to unlawful deportations that disproportionately
affect lower-profile individuals who lack resources for high-quality legal
representation.®

Finally, Russian authorities have built a less visible but highly consequential
enabler of transnational repression by exporting digital surveillance and
censorship technologies. Beginning in April 2024, the Kremlin actively
promoted Russian cybersecurity tools among security services around the
world.>® Its exports include lawful interception systems similar to Russia’s
domestic System for Operative Investigative Activities (SORM), which capture
telephone and internet metadata and content; they include social media
monitoring capabilities that can track subscriber metadata and personal
information on messaging platforms, enabling the identification of protesters
and political activists.®® The watchdog Recorded Future has named at least

15 telecommunications companies in Central Asia and Latin America as likely
customers of Russian SORM providers, including Kazakhtelecom in Kazakhstan
and Kyrgyztelecom and MegaCom in Kyrgyzstan.®'

LOSING ALLIES, BUT DOUBLING DOWN



39

CONCLUSION

The future of Moscow's authoritarian influence in the world seems increasingly
dependent on its pressing priority of ending the war in Ukraine on favorable
terms and disrupting international support for Kyiv and the sanctions regime.
This explains the Kremlin's more aggressive information tactics in Europe,
designed to undermine transatlantic unity and aid for Ukraine’s defense,

as well as its transnational targeting of dissidents in the diaspora and exile
communities. The pivotal importance of Ukraine also accounts for the continued
expansion of Russian channels for information operations across the Global
South, where Moscow seeks to secure UN votes, erode sanctions support, and
frame the war as a Western imperialist proxy conflict. But while some Kremlin
strategists may have initially welcomed a new U.S. administration that is willing
to break with traditional policy priorities regarding the transatlantic alliance or
foreign assistance, the events of 2025 and early 2026 have left Moscow in an
increasingly challenging global position despite its significant investments in
authoritarian influence activities.

What is the Russian leadership likely to do next? How might the dynamics
described above play out over the next three to five years?

Projecting Future Trends in 2026-30

Russia's damaging loss of autocratic allies will continue. Since late 2024,
Moscow has witnessed the fall or degradation of client regimes in the Middle
East, Africa, and Latin America, which has exposed the fragility of a global
strategy built on personal ties with autocratic leaders. To date, Russian officials
and media have compartmentalized their reactions, focusing on separate
analyses of the fallout from each incident. The Communist Party regime in
Cuba, Moscow's oldest Western Hemisphere client, now faces a deepening
economic crisis caused by energy sanctions and U.S. pressure. Iran’s regime
faces even more intense difficulties.

The Kremlin's loss of global allies will intensify its drive to secure influence in
Russia’s immediate neighborhood. As its network of distant autocratic partners
weakens or collapses, Moscow is likely to double down on maintaining control
in the states it considers strategically essential, particularly in the nearby South
Caucasus, Central Asia, Belarus, and Moldova. Its priority will be to prevent
additional defections close to home by whatever means necessary.

Moscow's election interference and social media operations will continue to
integrate financial support, local microtargeting, and Al-generated content.
The Moldovan case showed that Russian authorities have moved well beyond
the clumsy social media influence campaigns of a decade ago. Their toolkit has
demonstrably expanded. Policymakers, civic watchdogs, independent media,
and authentic election observers must develop frameworks capable of both
detecting and countering this more potent Russian use of digital technologies.
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Subversive Russian operations in Europe will incorporate more aggressive
paramilitary and criminal tactics. The outsourcing of extraterritorial operations
to organized crime networks and contractors indicates that Moscow's activities
on European soil have escalated into a sustained pattern of political violence,
far surpassing older interference campaigns that were largely limited to
manipulation of the information space. The legal frameworks of democratic
states may struggle to effectively counter these new measures.

Russian narratives in the Global South will continue to find politically aligned
partners and receptive audiences. Despite Moscow's recent geopolitical losses,
its global influence operations are likely to increase in scope and potency. They
have been relatively inexpensive to date and achieve many of the Kremlin's
narrative objectives in the affected regions. The contraction of independent
and democratically funded media outlets has created structural conditions

that favor Russian messaging. The Russian regime’s expanding network of

local media bureaus and partners is embedding its content in ways that will be
difficult to detect or disentangle.

Moscow'’s transnational repression campaign will continue to scale up, driven
by the growth in the Russian exile population. The Kremlin continues to face
its largest diaspora challenge in a century. Civic organizations and democratic
governments that support Russian dissidents should anticipate escalating
threats, surveillance, and both digital and physical infiltration of exile and
diaspora communities.

Moscow will continue to block, counter, and stigmatize independent media in
exile. The independent Russian journalists and media organizations that have
relocated to Europe are conducting important investigations and disseminating
news and analysis that are unavailable elsewhere. This makes them vulnerable
targets of—and some of the most effective counterweights to—Moscow's
transnational repression campaign. Sustaining these journalists and outlets
through fellowships, start-up funding, and support for investigative projects
should be a top priority for democratic donors.
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AUTOCRATIC EXPORTS, LOCAL
CONSEQUENCES, AND CIVIC
RESISTANCE

CHINA AND RUSSIA'S REINFORCEMENT
OF ANGOLA'S AUTHORITARIANISM

// FLORINDO CHIVUCUTE, FOUNDER AND EXECUTIVE DIRECTOR OF FRIENDS OF ANGOLA

Authoritarian states like Russia and China are active participants in Angola’s
autocratization through practices such as opaque financing and the provision of
digital surveillance capacity. Beijing and Moscow’s deepening engagement in Angola,
a strategic country for today's critical minerals race, has systematically reinforced
corruption, restricted civic space, and led to unequal and insufficient development
outcomes for Angola’s citizens.

Angolan civil society can take practical steps to address these problems, such as increasing
transparency about development financing and authoritarian influence generally,
protecting themselves digitally, bolstering remaining independent media voices, and
strengthening regional tied with other democracy actors. These measures can serve

as impactful means to stifle the entrenchment of authoritarian practices in Angola and
societies like it. However, certain challenges remain related to:

* the lack of access to primary documents necessary for evidence-based advocacy,
* intensified legal risks,
° acute resource constraints,

* alack of understanding of the long-term benefits of democratic institutions.
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More than two decades after the end of Angola’s civil war, the country presents
a troubling paradox: formal multiparty elections coexist with entrenched
executive dominance, systemic corruption, and shrinking civic space. These
dynamics are reinforced by weak institutional checks on abuses of power,

limited parliamentary oversight, constrained judicial independence, and opaque

public financial management systems.

Angola's domestic civic actors must contend not only with homegrown
constraints on meaningful democratic practice, but also with the compounding
influence of external authoritarian powers that face minimal accountability in
the country’s permissive political environment.

Authoritarian states like China and Russia are not just spoilers or obstacles

to Angola’'s democratic progress. They are, unfortunately, active participants

in the country's autocratization. They have helped entrench a kleptocratic
political order through practices such as opaque financing, provision of digital
surveillance capacity, security cooperation, partnerships in extractive industries,
and assistance with information control.

Although engagement in Angola by Beijing and Moscow is not new and has
had a poor track record in terms of debt accumulation and failed efforts at
ideological influence, the two regimes’ more practical and institutional forms of
antidemocratic influence have accelerated over the last few years. This trend
presents massive challenges to civic actors in Angola and their counterparts in
similar settings as they seek to advance democratic goals. However, there are
some immediate steps that Angolan prodemocracy activists can take to clear
the way for meaningful progress.

BEIJING AND MOSCOW'S
LONG-STANDING ENGAGEMENT
AND IMPACT IN ANGOLA

The Russian and Angolan governments maintain a diplomatic and strategic
relationship that dates to Angola's independence from Portugal in 1975. Their
ties deepened during the final decades of the Cold War, when the Soviet
Union provided military support and ideological backing to the ruling People’s

Movement for the Liberation of Angola (MPLA) as it fought a civil war against the

anticommunist National Union for the Total Independence of Angola (UNITA),
now the main opposition party.

As a result of this relationship, Angola has become one of the leading foreign
clients for Russian military exports.' Arms deals between the two countries are
calculated in the billions of dollars, and are often rife with corruption involving
senior Angolan officials.? Investigative outlets such as the Organized Crime
and Corruption Reporting Project (OCCRP) have detailed sordid transactions

AUTOCRATIC EXPORTS, LOCAL CONSEQUENCES, AND CIVIC RESISTANCE

Angola’s domestic
civic actors must
contend not only
with homegrown
constraints on
meaningful
democratic practice,
but also with the
compounding
influence of external

authoritarian

powers.




between then-Angolan President José Eduardo dos Santos and middlemen
with ties to Russia’s oligarchy.® The pattern of corruption extends beyond
arms purchases, reflecting a broader system of opaque financial practices and
networks that benefit Angolan elites at the expense of the public interest.

Beginning in 2002, Beijing introduced an
aid model in which it offered infrastructure
development in exchange for access to oil,

Top 5 Recipients of Chinese

providing loans to Angola that totaled $49.2 Loans to Africa (2000'2024)
billion between 2002 and 2024.* While often
described as “no-strings attached” deals, these TOTAL

lonns 1,319 | $180.9B 0+

arrangements typically carried implicit conditions,
including resource-backed repayment structures
and requirements to use Chinese contractors

COST | $49.2 billion

and labor.® Beijing's aid model was nevertheless LOANS | com—— 271
appealing to the Angolan leadership, as
it entailed fewer domestic transparency, COST | $14 billion
governance, and reform requirements than those LOANS | emmmm 64
imposed by democratic and multilateral lenders.®
COST | $10 billion
After more than two decades, however, this LOANS | e 62
approach has done little to improve the lives COST | $9.5 bill ‘
. . . on
of most Angolans. Oil-based loans negotiated LOANS I _”82 y

without public scrutiny have enabled a political

elite associated with the MPLA and the executive

branch to embezzle billions of dollars, while COST | $6.3 billion
more than half of the population lives in poverty.’ LOANS |
Development contracts are issued without

parliamentary review or public disclosure,® often

resulting in poor-quality infrastructure projects, Source: “Chinese Loans to Africa Database,” Boston University, n.d.,
especially in housing and road construction.? In https://www.bu.edu/gdp/chinese-loans-to-africa-database/.

this environment, international companies that

are subject to strong anticorruption safeguards

in their home countries find it nearly impossible to compete in Angola,®

as corruption has become not an exception, but a core governing method

sustained by Moscow and Beijing.

&

Despite their overall continuity, the strategies employed by the Russian and
Chinese regimes are not static. New legal, informational, technological, and
economic tools provide fresh opportunities for these powers to increase the
antidemocratic impacts of their engagement in Angola. The examples described
below offer some insight into how the evolving forms of authoritarian influence
have affected governance and civic space in Angola just over the last few

years. A better understanding of these new conditions will help Angolan and
international civic actors to adapt and respond effectively.
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UNDERMINING ANGOLANS'
LABOR RIGHTS

Angola's natural resources and construction sectors are marked by a high
degree of corruption.” As with the better-known cases of Venezuela and
Zimbabwe, a combination of graft, large-scale infrastructure projects, and
political influence has enabled the enrichment of Angola’s ruling elite at the
expense of its citizens and workers." This corruption, however, has been
enabled not just by weak domestic oversight, but also by the exploitative
practices of China's state-affiliated enterprises.

One prominent figure who has been implicated in corruption allegations is
General Manuel Hélder Vieira Dias Junior, better known as “Kopelipa,” a former
senior official in charge of construction projects. According to Imparcial Press,
Kopelipa allegedly received some $200 million in bribes linked to contracts

for the construction of three major housing developments (centralidades) in
Angola. Imparcial Press also reported that the payments were allegedly made

by a Chinese construction company, Pan-China Group, through intermediary
firms connected to Kopelipa.’® In 2021, the United States announced corruption-
related sanctions against Kopelipa.™

However, the public exposure and sanctions stemming from these transactions
did not prevent Pan-China Group from exerting further harmful influence on
Angola's construction sector and the rights of its laborers.

A combination of graft, large-scale infrastructure projects,
and political influence has enabled the enrichment of Angola’s
ruling elite at the expense of its citizens and workers.

I /
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Pan-China Group’s Treatment of Angolan Workers

In January 2026, members of the Angolan National Assembly visited the site for a major local
construction project built by the Pan-China Group in Luanda. Their visit followed disturbing
allegations that Angolan workers had faced degrading treatment at the site.’ The visit raised
serious concerns among local civil society organizations about the credibility of Angola’s labor
protections, oversight institutions, and commitment to human dignity."®

The parliamentary delegation found that Angolan workers were housed in overcrowded 20-foot
shipping containers, with up to 10 individuals per unit and no air conditioning, in a city where
temperatures typically range from 68°F (20°C) to highs of 87°F (31°C)."” Foreign workers—reportedly
PRC nationals—received significantly better accommodations.’® Paulo Faria, a member of the
National Assembly, argued that the Angolan workers were “treated as slaves,” while a separate

unit was reserved for PRC nationals." Faria noted the stark discrepancy between the worker
accommodations featured in Pan-China’s promotional materials and the conditions actually
observed during the site visit. He said that the sanitation facilities resembled pigsties (pocilgas), and
characterized the meals provided to Angolan workers as inadequate and degrading.?°

Equally concerning were reports that the Angolan workers allegedly earned about 70,000 kwanzas
($75) per month, well below the legal minimum wage of 100,000 kwanzas ($108) per month.'

During the visit, workers reportedly expressed fear of retaliation or dismissal if they spoke openly

with members of parliament.?? Although Angola’s labor law regulates employment relationships

and provides formal protections related to wages and working conditions,? enforcement remains
inconsistent due to corruption, weak institutional capacity, and the prevalence of informal employment
in many sectors.?* According to UNITA, the parliamentary delegation tried to communicate its findings
to the General Labor Inspectorate, but the relevant officials were unavailable.?

Congresswoman Maria do Espirito Santos Monteiro (UNITA) speaking with workers during a visit by members
of the Angola Parliament to the Pan-China Group construction site in January 2026. Photo by Navita Ngolo.
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Pan-China Group is reported to have originally operated under the direct
administrative oversight of China’s Ministry of Construction.?® It remains a major
PRC state-owned construction enterprise known for large-scale international
projects and its role in developing Angola’'s domestic infrastructure, including
the MPLA’s own headquarters.?” The company works closely with Beijing and
foreign government entities and contributes to Chinese state priorities like
“smart cities,” other urban development, and the Belt and Road Initiative.?®

Pan-China Group's established relationship with the MPLA, combined with its
ties to the Chinese Communist Party (CCP) regime, raises important questions
about the political dimensions of its operations. While direct evidence of
influence activities remains limited, Chinese firms in general often pursue
projects linked to Beijing's political goals, warranting further investigation into

their potential role in advancing CCP interests abroad.?* Labor abuses are
The allegations that emerged from the recent site visits by Angolan lawmakers not Only a human
raise serious concerns about labor conditions, elite capture, and corruption rights issue but
within major infrastructure projects operating under foreign management in also a symptom
the country.®* The Angolan government'’s limited response to such violations of a broader
illustrates how foreign-backed projects can proceed within, and benefit from, antidemocratic

an enyironment in which authoritarian elites' political and gconomic pri.c?rities governance
override regulatory enforcement, the rule of law, and public accountability. In model

this context, labor abuses are not only a human rights issue but also a symptom /
of a broader antidemocratic governance model. |

DIGITAL SURVEILLANCE
AND TECHNOLOGY IMPORTS

As in countries across Africa, PRC technology companies like Huawei and

ZTE have played a major role in building Angola’s telecommunications
infrastructure. They have been particularly active in the construction and
modernization of mobile networks, fiber-optic systems, and digital backbone
projects.?' In addition, Angola is often cited as hosting “smart cities"—urban
digitalization projects that feature integrated high-tech surveillance systems—
developed with PRC firms' support.3 There are indications that the Angolan
government is stepping up its use of surveillance technology in cooperation
with China's government and its companies.?® For instance, an AidData report
lists Angola among the countries that have reached an agreement to deploy
China-sourced facial recognition technologies for population monitoring.3*
Since Angola does not have a comprehensive data privacy law, it is difficult to
determine who has access to the data that these technologies collect.?®
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China's export of surveillance technologies is not a novel phenomenon. However,
the simple transfer of these technologies has increasingly been integrated with
institutional training, infrastructure development, and government diffusion.?® In
Angola, the expansion of PRC-built digital infrastructure, combined with access to
surveillance technologies from multiple global providers, has strengthened the
state’s capacity to monitor and deter dissent.?”

The trend is visible in the deepening role of Huawei, which is providing
telecommunications infrastructure and digital systems along with technical
training programs that shape how information is managed and monitored.3®
Huawei's expanded footprint includes plans for a research and development
hub in Luanda that would focus on “connectivity, artificial intelligence, and data
storage.” Such a facility would fit within the company’s wider African strategy as
“a regional hub for innovation and technological training.”®

Angola's relationship with the Chinese company KEDACOM provides another
example. Angolan government entities have consulted with the firm as part

of its National Public Security Integrated Platform project,* which entails the
construction of digital monitoring centers across Angola. The centers are likely to
expand the state’s surveillance and data management capabilities, mirroring PRC-
supported “smart city” models that aim to deliver both enhanced public security
and increased capacity for population monitoring and information control.

Among other impacts, such ubiquitous high-tech surveillance creates what
analysts describe as a “chilling effect” on journalists, opposition figures, and civil
society activists, who could face reprisals by Angolan authorities for their work
or critical speech.*

The threat of domestic repression is compounded by the many cross-border
risks associated with such Beijing-backed projects. For instance, the CCP can
compel Chinese companies to provide access to data stored on the systems
they install abroad. China’s legal and governance framework as a whole blurs
any distinction between state-owned and ostensibly private enterprises, further
compromising the security of private data.*

MOSCOW'’S INFORMATION
MANIPULATION CAMPAIGNS

The Russian regime's long-running propaganda campaigns across the region
have taken on new significance in the context of heightened interest and
engagement in Angola by well-resourced powers like the United States, the
European Union (EU), the United Arab Emirates, and China.

Moscow's well-documented campaigns have sought to shape public opinion
by utilizing social media influencers, fabricated content, local lawyers, and
amplification loops through state-controlled media networks. Findings
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published by Radio France Internationale in 2025 indicated that the Russian
regime is adapting its influence strategies while maintaining a significant
presence across Africa. In Angola, this evolving approach became evident on
August 7, 2025, when authorities arrested two Russian nationals in Luanda
following violent protests linked to rising fuel prices. The individuals were
charged with offenses including criminal conspiracy, document forgery,
terrorism, and the financing of terrorism. According to Angolan officials, they
had established a propaganda network aimed at inciting unrest and supporting
the demonstrations.** The suspects’ trial was ongoing at the time of writing.**
The indictment noted multiple alleged payments to local journalists and experts
to disseminate propaganda and falsehoods in local media, with the goal of
“provoking political change.” The payments amounted to more than $24,000.%

Beyond the immediate goal of shaping public opinion, such Russian-linked
information campaigns contribute to a fragmented public sphere in which
accountability becomes more difficult to sustain.

Map of Lobito Corridor

The Corridor provides a direct connection between Angola’s Lobito
Port and areas rich in critical minerals like copper and cobalt.

Democratic Republic
of the Congo

228

Kolwezi

Cazombo PY Lubumbashi

Mwinilunga

Kasumbalesa

Lobito

Zambia

Kabwe

= Operated by the Lobito Atlantic Railway Consortium

Proposed Lobito Corridor Spur
= Democratic Republic of Congo National Railway Company (SNCC)
== Zambia Railways Limited

In a separate case documented by Forbidden Stories, a network of propaganda
agents controlled by Russia’s Foreign Intelligence Services (SVR) reportedly created
a fake website to discredit the U.S.-backed Lobito Corridor project in Angola,
which is considered by analysts to be the largest and most strategically significant
U.S.-supported infrastructure investment in Africa in recent years.* The project
will create a railway and logistics link that connects the mineral-rich interior of the
Democratic Republic of the Congo (DRC) and Zambia to Angola's Atlantic coast.*
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In 2024, the SVR-affiliated network, known as “the Company” or “Politology,”
reportedly spent about $3,400 on graffiti and a public demonstration meant to
discredit U.S. President Joseph Biden'’s visit to Angola. The same group has also
reportedly been active in the DRC,*® whose government recently signed a minerals
agreement with the current administration of U.S. President Donald Trump.

By creating fake websites and organizing symbolic protests to denounce the
Lobito Corridor project, these operations aim to undermine public confidence in
major, democracy-backed international infrastructure initiatives. As it unfolds, the
Lobito Corridor will provide well-paid jobs to locals in Angola, with employment
standards far above those associated with other major Angolan projects.* If
Moscow were to succeed in souring Angolan citizens and their government on the
enterprise, it could exacerbate the lack of social and economic mobility that many
families have faced for generations, while also hampering the ability of the United
States and the EU to diversify their supply chains for critical minerals. Information
manipulation by external authoritarian actors in general has the potential to
disrupt transparent public debate among policymakers and civil society about key
development projects and international partnerships.

Propaganda Strategies Targeting the Lobito Corridor

Archived Page (site unavailable
as of 2026)

40020 @ % ¥

LOBITO-.CORRIDOR
INVESTMENT-PROMOTION AUTHORITY

INVESTMENT PROMOTION |- NEWS {~ADVISORY

https://lobitocoridor.org/

To discredit the project,
a Russian intelligence
network produced a
fraudulent version of
the real Lobito Corridor
website, with a URL that
misspells “corridor.”
Credit: Forbidden Stories.

Source: https://forbiddenstories.org/

wp-content/uploads/2026/02/Photo_
6_EN.png?x32741

The network also paid
$3,400 to produce
anti-United States
graffiti.

Credit: "Caminho-de-Ferro de Luanda" by
Carlos Reis, licensed under CC BY-NC-SA 2.0.
Source: https://www.flickr.com/photos/
carlosoliveirareis/48110417882/in/photolist-
NY8a89-2b2v29s-2b2v1qJ-NY89S9-2gimtéu-
2b2v3XN-NY8ahN-2nDXMDG-jH6w9-bUxZ 1y/
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Credit: Simdo Hossi, licensed under CC BY 3.0.
Source: https://globalvoices.org/2020/09/30/
protests-in-angola-demand-justice-for-silvio-d
ala-a-doctor-who-died-in-police-custody/

Note: Photos are for illustrative purposes only.



THE TRANSFER OF
AUTHORITARIAN LEGISLATIVE
MODELS TO ANGOLA

In recent years, Angola’'s government has enacted a series of controversial laws In recent

on national security and civil society that resemble authoritarian legislation in years, Angola’s
Russia and China. For example, Angola’s 2024 National Security Law defines
“national security” in vague terms that mirror those in Russia’'s 2015 National
Security Strategy,*° effectively reinforcing authoritarian norms on “domestic
stability.”" Angola has also followed a global authoritarian trend by adopting
overly broad, state-centric cybersecurity laws that threaten to further constrict on national security
the country’s already limited civic space.52 and civil society
that resemble
authoritarian

legislation in

government has
enacted a series of
controversial laws

Similarly, Angola’s recently enacted Law on Nongovernmental Organizations
echoes foreign funding laws around the world that followed the example

of Russia’s 2012 “foreign agents” law and restricted the activity of both
independent media outlets and nongovernmental organizations (NGOs). The Russia and China.
Angolan law requires NGOs to obtain government authorization to operate, l /
and it empowers authorities to suspend operating licenses for up to 120 days,

without judicial approval, based on vaguely defined “unlawful conduct” or

“national security threats.” These provisions resemble elements of restrictive

NGO frameworks in Russia and China, where administrative suspension

mechanisms have long been used to silence civil society.>* The inspiration

for repressive NGO laws may not come just from Russia and China, however.

Similar measures in Ethiopia, Zimbabwe, and Mozambique suggest that Angolan

officials may have drawn on multiple regional and international models.>®

Angola’s Repressive Legislative Framework

National Security Law Law on Non-Governmental
(2024) Organizations (2026)
Similar to China’s Hong Kong Has similar provisions to Russia’s
National Security law and Russia’s “foreign agents” law and other
National Security Strategy. such laws on foreign funding that

have since been enacted in

Vague definition of national other African countries.

security that goes beyond issues

of national defense and includes Requires NGOs to apply for
threats to political stability, registration with a newly created
economic development, state monitoring body.

and social order.
Allows the state to suspend NGOs'

licenses for up to 120 days on the basis
of vaguely defined national security
concerns without judicial approval.
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Statements made by Chinese officials indicate at least some degree of
collaboration on governance issues. In March 2024, CCP leader Xi Jinping stated
that China was willing to strengthen “exchanges of governance experience” with
Angola, though the exact nature of these exchanges remains unclear.>

PRACTICAL RESPONSES TO
AUTHORITARIAN INFLUENCE
IN ANGOLA

Beijing and Moscow's deepening engagement in Angola has systematically
reinforced corruption, weakened governance, and restricted civic space,
ultimately benefiting elite enrichment over the well-being of ordinary citizens.
The two regimes' evolving strategies—spanning economic influence, digital
surveillance, legal frameworks, and information manipulation—continue to
entrench antidemocratic systems and practices that stunt Angola’s long-term
development.

Despite these headwinds, Angola’s civil society has survived and remains
active. It includes independent journalists, youth movements, human rights

organizations, church-based groups, labor associations, and diaspora networks.

The Angolan government is more tolerant of socially focused civil society
organizations,”” while those engaged in advocacy for stronger governance,
anticorruption safeguards, and human rights protections face sustained
pressure from state institutions and political elites, who often perceive the
activists’ work as a threat to their own interests.>® Civic groups that do not
experience political pressure tend to lack resources and capacity, particularly
those based outside major urban centers such as Luanda.

In this context, it is important to identify practical, achievable priorities that
would help Angolan civil society deliver greater government accountability and
counter foreign authoritarian influence. In the short and medium terms, civil
society actors are most likely to secure progress on less politically sensitive and
more technically oriented topics. These would include transparency practices,
public awareness, and localized accountability mechanisms, as opposed to
systemic political reform or high-level corruption cases.

The following measures are among those that remain within reach for Angolan
activists, and may also be applicable in similar political environments in the
region and around the world.
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What Civil Society Under Pressure

Can Do in Places Like Angola

PROMOTE TRANSPARENCY

by monitoring of large infrastructure projects, reporting on procurement and public
spending, and publishing summaries of loan agreements and contracts.

PROTECT ACTIVISTS

by setting up legal defense funds, providing secure communications training, and
advocating for greater surveillance transparency and accountability.

SUPPORT INDEPENDENT MEDIA
by providing grants and offering training to identify manipulated online content.

SHED LIGHT ON LOCAL IMPACT OF FOREIGN INFLUENCE

by supporting community monitoring of foreign-funded projects, providing
information on labor rights, and advocating for environmental impact transparency.

FOSTER REGIONAL DEMOCRATIC SOLIDARITY

by partnering with organizations in neighboring countries and regional networks to
exchange information, provide technical support, and collaborate across sectors.

Strengthen Transparency on Development Financing and Debt

Civil society organizations can help address the lack of accountability and
transparency in PRC development financing in Angola. They could find ways
to monitor large infrastructure projects, such as mining operations, even in
the absence of publicly available databases. They could then create accessible
public reports that explain how large infrastructure projects impact local
communities.

Investigative media outlets could similarly focus their work on procurement,
debt contracts, whistleblower engagement, and public spending. Even small
transparency initiatives, such as an effort to publish simplified summaries
of loan agreements or infrastructure contracts, may significantly improve
public understanding and accountability and allow Angola's civic actors to
more meaningfully press for change through the National Assembly and the
government.
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Protect Democracy Activists

The emerging legal and surveillance conditions described above raise serious
concerns about the normalization of digital monitoring as a tool of political
control. These structural challenges complicate civic responses in Angola and
comparable countries worldwide.

Legal defense resources and rapid response mechanisms should be provided
for journalists, activists, scholars, and religious leaders who face politicized
charges under repressive national security, cybercrime, and “fake news”

laws. Efforts should also be made to enlist local lawyers and pursue strategic

litigation, both domestically and internationally, that challenges legal restrictions

on fundamental freedoms.

In addition, it is critical to strengthen digital resilience amid the proliferation
of surveillance tools and online manipulation campaigns. This can be achieved
through training on cyber hygiene and secure communications for the
prodemocracy community. Civic actors could hold social media platforms,
telecommunications providers, and spyware companies accountable for any
problematic cooperation with the authorities by advocating for transparency
on surveillance requests, data retention rules, and procurement contracts.
For example, in their advocacy regarding the use of Predator spyware against
an Angolan journalist, Amnesty International, Front Line Defenders, and
Friends of Angola called on the Angolan National Assembly to push for greater
transparency on the use of surveillance tools.>®

Bolster Independent Media, Local Radio, and Investigative
Journalism

In Angola, as in many countries across the continent, private media outlets
face mounting financial and political pressures,® a vulnerability that both
Beijing and Moscow actively exploit. To address the problem, donors should
provide direct grants to local radio stations for equipment and journalist
salaries; support regional partnerships that connect Angolan reporters with
investigative networks in the Community of Portuguese Language Countries
(CPLP), as well as in Nigeria, Kenya, and South Africa; and sponsor training
on the detection and verification of manipulated online information. While
the groups and networks providing such services are not media outlets
themselves, they bolster media ecosystems and strengthen journalistic
capacity. It is also important to note that despite the difference in media-
sector sustainability between some of these partner countries and less free
societies like Angola, independent media and radio stations in Angola are still
able to carefully navigate financial and political pitfalls to report transparently
on the activities of foreign powers.
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Raise Public Awareness About Negative Economic
and Labor Impacts

Concerns about labor practices, environmental standards, and resource
extraction linked to investments by authoritarian regimes must be addressed
at the local level. This requires support for community-based monitoring of
infrastructure projects, legal literacy programs on labor rights, and public
campaigns calling for transparency concerning environmental damage. Such
work would help ensure that economic engagement by foreign actors yields
broad public benefits rather than elite enrichment, which is all too common
under Beijing's development model. In countries like Angola, the civic space
for labor, environmental, and business groups remains far more open than for
democracy or human rights organizations, and a focus on the practical impacts
of development projects may provide opportunities for partnerships with
human rights-focused advocacy groups that typically face greater pressure.

By contrast, framing foreign authoritarian influence in abstract geopolitical
terms is often an ineffective strategy. Civil society activists should localize

the narrative by connecting external influence directly to citizens’ everyday
experiences, such as low wages, unsafe working conditions, land displacement,
environmental degradation, and lack of public services.

Their communication strategies should employ clear, nontechnical language
and trusted local platforms—particularly radio, community meetings, church
assemblies, and labor associations, which remain influential outside major
urban centers. Storytelling through the testimonies of affected workers and
communities can be especially powerful in illustrating how opaque contracts
and weak oversight affect people’s livelihoods.

Build Democratic Solidarity with Regional Partners

Angola's civil society would benefit significantly from partnerships with
organizations in other Lusophone countries and broader African regional
networks. Democratic resilience is stronger when like-minded governments
and activists collaborate across borders. Technical support and cross-sector
cooperation among civil society organizations can, at times, be even more
valuable than financial support. Organizations like Opening Central Africa
(OCA) and Democratic Solidarity Africa (DSA) encourage this sort of information
exchange, mutual support, and collaboration.
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CHALLENGES FOR CIVIC
RESISTANCE TO AUTHORITARIAN
INFLUENCE IN ANGOLA

AND BEYOND

While the approaches described above could generate meaningful responses
to foreign authoritarian influence, Angolan civil society continues to face

deep structural obstacles. These problems are not unique to Angola, as other
societies between partly free democracies and closed, totalitarian societies face
similar challenges. All prodemocracy actors, including foreign funders, must

take account of such barriers when designing and implementing their vital work.

First, for civil society in Angola, the concepts stemming from expert
analysis of corrosive authoritarian influence remain largely foreign and
unfamiliar. Regardless of their source, many foreign loan agreements and
security arrangements are opaque, and local civil society organizations,
scholars, and journalists often lack access to primary documents
necessary for evidence-based advocacy. How can civil society effectively
respond to foreign influence when transparency is lacking and the
necessary information is unavailable?

Second, legal risks have intensified in recent years. New laws on
cybersecurity, NGOs, “fake news,” and national security have created
potential criminal liability for civic watchdog activities. The result is a climate
of fear that stifles public engagement and discourages critical oversight.

At the same time, journalists and other civic actors have limited avenues
for legal recourse, as judicial institutions are often perceived as lacking
independence or not adequately equipped to protect fundamental rights.®
How can journalists, activists, and civil society organizations carry out
accountability efforts when the legal framework increasingly exposes
them to prosecution or harassment?

Third, resource constraints remain acute. Independent media and civil
society organizations struggle to maintain domestic sources of financing,
while international funding has encountered increasing political opposition
in donor countries as well as state interference in Angola. Many private
media outlets, particularly in traditional formats like print and radio,

have collapsed, gone bankrupt, or been brought under state control. The
few surviving independent radio outlets operate with extremely limited
resources, and are often unable to pay adequate salaries or access the tools
and equipment necessary to perform their work effectively.®2 How can civil
society remain independent and stable with limited domestic resources
and growing constraints on external funding?
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* Fourth, there is a conceptual gap regarding governance models. Many local
stakeholders lack a clear understanding of how authoritarian systems often
fail to deliver sustainable development.®* Democracies cannot win this
contest for influence through trade agreements or economic coercion alone;
democratic success requires informed civic actors who understand the new
geopolitical dynamics and possess the tools to protect their sovereignty and
basic freedoms.®* How can civil society promote democratic governance
if the long-term benefits of democratic institutions are not widely
understood or communicated?

In short, the Angolan case demonstrates that authoritarian influence operates
through the corrosion of institutions, such as the media, government
procurement agencies, law enforcement bodies, labor regulators, and
businesses. Beijing's oil-backed development financing and digital infrastructure
investment have enabled limited growth and modernization without the
requisite accountability, while Moscow's historic security ties and information
operations have reinforced elite insulation and narrative influence. Together,
the two authoritarian powers have deepened structural vulnerabilities in
Angola's political system, narrowing its civic space and weakening its basic
mechanisms of public oversight.

Yet the negative trajectory is not inevitable. The longevity of kleptocratic
governance relies more on the weakness of domestic oversight than on the
influence strategies of external actors. Strengthening transparency, protecting
civic space, and investing in digital resilience are not merely defensive measures
against foreign influence. They are indispensable engines of progress toward a
more democratic future for the country. The outcome of the struggle in Angola
and the wider region will ultimately depend on whether free and independent
public institutions can take root in a political environment long shaped by
foreign exploitation of unchecked elite control over resources.
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